Yandex.Metrica Privacy Exhibit for
Compliance with the GDPR

Yandex.Metrica Privacy Exhibit
Incorporating the Standard Contractual
Clauses: Controller to Processors

Preamble
This  Yandex.Metrica ~ Privacy  Exhibit
("Privacy Exhibit") forms part of the

Agreement between YANDEX LLC - 16 Lva
Tolstogo st., Moscow, 119021, Russia and
Yandex Oy - Moreenikatu 6, 04600 Mantsala,
Finland (the "Agreement"), under which the
Yandex LLC agrees to provide the Yandex Oy
with certain services (the "Services").

Yandex Oy operates the Data Center for
rendering services including internet traffic
analytics service and acts as to its customers as
processor or subprocessor. Yandex Oy and
Yandex LLC agree that the services provided to
Yandex Oy’s customers shall be rendered only
in accordance with Yandex Oy’s customers
documented instructions.

All capitalised terms that are not expressly
defined in this Privacy Exhibit will have the
meanings given to them in the Agreement.

1. DEFINITIONS
"Personal Data", "special categories of
data", "process/processing”, "Controller",
"Processor", "Data Subject" and
"supervisory authority" shall have the same
meaning as in the Regulation.

"International Transfer Clauses" means the

IIpuioikeHne 0 3aMIMTE NEPCOHANBHBIX
AAHHLIX 119 coboaenus O0wero
periaiamMeHTa 0 3anuTe NEePCOHAJNbHBIX
nanubix (GDPR) SIngexc.Merpuku

IIpuaoxkenne o 3ammre
AaHHbIX SIHjpexc.Metpuku,

NEePCOHANBHBIX
BKJIYaKoIee

Cranaaprabie JIOrOBOpHbIE YC/I0BHS:
KonTpossiep O6paGorunky

IIpeambyna

Hacrosuee [Tpunoxxkenune 0 3alluTe

NEpCOHaNbHbIX  JaHHBIX  SHaekc.Merpuku
(«IIpuiiozkeHne 0 3amMTe MEPCOHANBHBIX
AQHHBIX») cocTaBiseT uyacTh CornameHus
mexkay 000 «SITHAEKC», Poceus, 119021, .
Mocksa, ya. JIea Toncroro, 16, U koMnauueit
«SIapexe Oy» (Yandex Oy), Mopeenukary, 6,
04600, Msintcans, @uanauaus (Moreenikatu 6,
04600 Mantsala, Finland) («Coriamenuey), B

pamkax  koroporo OO0  «SHJEKC»
corjariaercs NpeIOCTaBUTh KOMIaHUH
«lupexkc  Oy»  onpelencHHble  yCIyrw
(«Yeayrny).

SAupexc Oy ynpaBnser [lata-LeHTpoM s
OKasaHus pa3IMYHBIX YCJIYr, BKJOYas CEPBUC
aHa/lM3a MHTEpPHET-Tpauka, M BHICTYNAET B
KkayecTBe oOpaboTumka uiaM cybobpaboTunka
A ceoux KiaveHtoB. fHpekc Oy u 000
"fAupexkc"  cornamarotcs,  YTO  yCHyrH,
npepocrapisemeie  KiaueHtam  SAnpeke Oy,
MPEeNoCTaB/IAIOTCA TOJBKO B COOTBETCTBHM €
JAOKYMEHTalILHO odopMIIeHHbIMU
MHCTPYKUUAMU KinueHToB fAHnekc Oy.

Bce ykaszaHHBIE ¢ NpONUCHON GYKBBI TEPMUHBI,
OJHO3HAYHO He ONpEOCNeHHbIC B HacTOsALIEM
[Ipunoxkenun o0  3amUTe  MEPCOHANBHBIX
JaHHBIX, HMEIOT 3HAYCHU S, YKa3zaHHbIC 014 HUX
B CornaiieHuu.

1. OTPEAEJEHUS

Tepmunbl  «IlepcoHanbHble  JTaHHBIEY,
«ocobbIe KaTeropuu AAHHBIX),
«obpaboTka/npouecc 00paboTKHy,
«Onepatop», «O6paGorunk», «CyObeKT

NEPCOHAJBHBIX JAAHHBIX» W «HAA30PHBI
OpraH» HMMEIOT TO K€ 3HayeHue, 4yTO KU B
Pernamenre.
«¥YcnoBus

bi By B MeKAYHAPOAHOH



Standard Contractual Clauses for the Transfer
of Personal Data to Processors Established in
Third Countries under Directive 95/46/EC of
the European Parliament, which are approved
by EC Commission Adequacy Decision.

"Data  Protection Laws" means the
Regulation, the Data Protection Act 1998,
The Russian Federal Law on Personal Data
(No. 152-FZ), any successor thereto, and any
applicable European Union or Member State
law relating to the data protection or privacy
of individuals (“GDPR”).

"Regulation" means Directive 95/46, and any
subsequent regulation, including Regulation
(EU) 2016/679 of the European Parliament
and the Council (General Data Protection
Regulation).

"Regulator" means the data protection
supervisory authority, which has jurisdiction
over the processing of Personal Data
conducted by Yandex LLC or Yandex Oy.

"Subprocessor" means any processor
engaged by the Yandex LLC or by any other
subprocessor of the Yandex LLC, which
agrees to receive from the Yandex LLC, or
from any other subprocessor of the Yandex
LLC, Personal Data exclusively with the
intention for processing activities to be
carried out on behalf of the Yandex Oy and in
accordance with its instructions, the terms of
the Agreement, the Privacy Exhibit and the
terms of the written subcontract.

2. DETAILS OF THE PROCESSING
ACTIVITIES
2.1 Yandex Oy shall be the Controller or

s

nepeaavum O3Hayaer Cranpapthble
AOTOBOPHBIE  YCJOBHS  JUIs  Tepefayu
MEPCOHANBHBIX  JaHHBIX  06paboTumkam,

YYPEIKACHHBIM B TPETBUX CTPaHaX COIIacHO
avpextse  Esponeiickoro  Ilapnamenta
95/46/EC, kotopsie ono6pens Pemennem o
AOCTaTOYHOM YpOBHE 3aiiuThl Komuccuu
EQC,

«3aKOHOAATEILCTBO O 3AIIMTE JAHHBIX)
o3Ha4daeT Pernamenr, 3akoH o 3amuTe
AaHHBIX OT 1998 r., ®enepanbublii 3aKoH
Poccuiickoit @enepaunn «O nepcoHanbHbIX
AaHHBIX» (Ne 152-D3), mobble 3aMeHstomume
HX 3aKOHOJATENIbHBIE aKThl, a Takxke Jroboe
[PUMEHUMOE 3aKOHOIaTeJILCTBO
EBponefickoro cowosa wunu [ocymapcrsa-
wieHa EDC, oTHocsieecs K 3amure JaHHBIX
HJIH HETIPHKOCHOBEHHOCTH YaCTHOH IKM3HU
busnyeckux nui.

«PernamenT» o3nauaer J{upekTuBy 95/46 u
moboii  nociaeayrouii HOPMATHUBHBIH aKT,
Bkimouas  Pernament (EC)  2016/679
Esponeiickoro mapnamenta u Cosera EC
(O6umit permamMeHT 0 3aIuTe NepCoHanbHbIX
JaHHbBIX).

«Peryaupyrommii oprauy O3Havaer
Ha/[30pHBEIA  OpraH Mo 3allMTe JaHHBIX,
oOnanaroluii IOPUCIUKIIMENR B OTHOIIGHUH
obpaboTku [Tepconanbhbix JIAHHBIX,
ocyuectBasieMot OO0  «SHaeke»  wiu
Komnanuen «Suaexc Oyy.
«/lonoaHuTeILHBIN 00paboTUHK) O3HAYAET

moboro  obpaborumka, Hamatoro 00O
«SAnnexe» WITH JI100BIM JIPYTUM
JIONOJIHUTENBHEIM ~ o0Opabotunkom OO0

«SIHJIEKC», KOTOPBIA cornaiaercs noayyarh
or OO0 «Supeke» uau M0OOro APyroro
JOMOIHUTEIBHOTO o0pabotuuka 000
«SHmeKe» [Tepconanbubie JlaHHBIE
UCKITFOYMTENBHO C 1ENbI0  OCYIIECTBIIEHUS
ormepanuuii no wux o6paboTke OT HUMEHH
KomnaHuu «Annekc Oy» U B COOTBETCTBHHU C
€€ MHCTPYKUMSAMU, ycioBuamu CornaieHus,
[IpwiiokeHueM 0 3allKTe MEepCOHANBHBIX
JAHHBIX W YCJIOBMAMM  [HCHbMEHHOIO
Jorosopa cyonoapsa.
2. TH®OPMAIIUS O OIIEPALIMSIX T1O
OBPABOTKE
2.1  Komnanus ABJIAETCS

«Aunpekc  Oy»



Processer and Yandex LLC shall be the
Processor regarding the Personal Data
processed by Yandex LLC on Yandex Oy
behalf ("Yandex Oy Personal Data") under
the Agreement.

2.2 The details of the processing activities to
be carried out by the Yandex LLC on behalf
of the Yandex Oy under the Agreement and
in particular the special categories of data
where applicable, are specified in Appendix 1
of Schedule 1.

3. OBLIGATIONS OF THE YANDEX LLC
The Yandex LLC agrees and warrants:

3.1 to process Yandex Oy Personal Data only:

(@) on behalf of Yandex Oy, and in
consideration of the Yandex Oy’s customers
instructions, including with regards to
transfers of personal data to a third country
or an international organisation and in
accordance with its documented instructions

unless otherwise required by Data
Protection Laws to which the Yandex LLC
is subject;

(b) for the sole purpose of performing the
Services or as otherwise instructed by
Yandex Oy, and not for the Yandex LLC
own purposes or other commercially
exploitation except in the legitimate interest
of the Yandex LLC, in accordance with
Article 6 (1) f) of the GDPR, or any other
applicable Data Protection Laws. This
provision shall not apply to anonymized
data that may be collected as long as such
data cannot be attributed directly or in
combination with other data to Yandex Oy
Personal Data; and

(c) in compliance with this Privacy Exhibit;
and

(d) in an encrypted and pseudonymized
manner as necessary while in transit and
storage and in accordance with the current

.

Oneparopom wuan O6pabotunkom, a 00O
«Aupexc»  aBagercs  O6paboruvkom B
OTHOLUEHUH [lepcoHanbHEIX JIAHHBIX,
obpabareiBaembix OO0 «SIHaeke» OT UMeHHM
komnanuu «fngexkc Oy» («IlepcoHanbHbIE
naunbie  "Slageke  Oy"») B pamkax
Cornamenus.,
2.2 ndbopmanus 06 onepauusx rno obpaboTke,
nojiexkanux ocytuectriieHuto OO0 «Suneke»
OT uMmeHu komnanuu «Sumexkc Oy» B pamkax
Cornamenus, B YacTHOCTH, B
COOTBETCTBYHOIUX ciyyasx, ocoOble
KaTeropuu JaHHbIX, NpuBeaeHa B JIONOJIHEHUH
1 Ipunoxenus 1.
3. OBABATEJIBCTBA 000 «SIHJIEKC»
000 «fnpekc» cornamaercss W rapaHTupyer
cleaytouiee:
3.1 obpabatbiBate [lepcoHanbHble JaHHbBIE
«sAnpexc Oy» UCKITIOYUTENBHO:
(a) ot umenn komnanun «Ingexc Oy» u ¢
YYETOM HUHCTPYKUMH KIMEHTOB «SIHIEKC
Oy», B COOTBETCTBUU C €€ JOKYMEHTaLHO
3a()MKCUPOBAHHBIMH MHCTPYKLHMAMH, €CIH
3aKOHO/ATEILCTBOM O  3allUTE JAaHHBIX,
JedcTByromiM B oTHowieHun OO0
«SIHIEKC», He NPeANUCcaHo HHOE;

(b) ¢ uenbto npenocrasienus Yeayr nubo B
COOTBETCTBHH C HHCTPYKUHAMH KOMITAHHH
«nneke Oy», HO He B COOCTBEHHBIX LENsAX
000 «fAnnexkc» W He B pamMKax WHOIA
KOMMEpUYECKOH dKCMyaTtaluu, KpOMe Kak B
3aKOHHBIX HHTepecax QOO «fupekc», B
coorBercTBul co Cratbeit 6 (1) f) GDPR
WM mo0bIM - APYTUM  [IPUMEHHMBIM
3aKOHOHATENBLCTBOM O 3all[UTe JaHHBIX.
JIaHHOE TI0JIOKEHUE HE MPUMEHSETCS K
OGBSHHHCHHLIM JaHHBIM, KOTOpPBIE MOTI'YT
coOMpaThCs, TIOKA OHU HE MOTYT OTHECEHBI
B OTHAE/ILHOCTH /MO0 BMeECTe C JIpyruMH

JaHHeiMM K [lepcoHanbHbeIM ~ [AaHHBIM
«Anpexe Oy»; u
() B COOTBETCTBMM C  HACTOALLMUM

[IpunoxkeHneM O 3alllUTe MNEPCOHATBHBIX
JaHHBIX, H

(d) npu HeoOXO0AUMOCTH B 3alIU(POBAHHOM
BHJIE C TEPEBOJOM B aHOHMMHYIO (Gopmy,
OKa OHHM HAXOAATCA B MpoLecce nepefavn



state of the art encryption technology as
available in the commercial marketplace

3.2 if it is legally required to process Yandex
Oy Personal Data otherwise than as instructed
by Yandex Oy, Yandex LLC shall notify
Yandex Oy before such processing occurs,
unless the Data Protection Law requiring such
processing prohibits the Yandex LLC from
notifying Yandex Oy on an important ground of
public interest, in which case it shall notify
Yandex Oy as soon as that Data Protection Law
permits it to do so.

3.3 that it has implemented and will maintain
appropriate  technical and organisational
measures pursuant to Art. 32 GDPR to protect
Yandex Oy Personal Data against accidental or
unlawful destruction or loss, alteration,
unauthorized disclosure or access and, in
particular, where the processing involves the
transmission of data over a network, against all
other unlawful forms of processing. In regard to
the state of the art and cost of their
implementation, Yandex LLC agrees that such
measures shall ensure a level of security
appropriate to the risks represented by the
processing and the nature of Yandex Oy
Personal Data to be protected and will at a
minimum include those measures described in

Appendix 2 of Schedule 1.

3.4 that protective devices are set up for
ensuring the integrity and the authenticity of
Yandex Oy Personal Data, especially the state
of the art protective devices against malware
and similar security attacks.

3.5 that it has implemented measures to prevent
Yandex Oy Personal Data from undergoing any
unwanted degradation or deletion without
having a copy immediately usable;
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WM Ha XpaHEeHWH, U B COOTBETCTBUHU C
Mepe/ioBbIMM TEXHONOTUAMM LIMDPOBAHKA,
JOCTYIHBIMA HA KOMMEPYECKOM PbIHKE

32 ecau B cuny TtpeboBaHUil  3aKoHa

[lepconanbuple  paHHele  «SHpeke  Oy»

nojjiexxar obpaboTke He B COOTBETCTBMM C

MHCTPpYKLAMHU kKoMnauuu «Anaekc Oy», OO0

«SlHpekcy  AOMKHO — YBEJOMHTH  KOMITAHHIO

«SAumexkc Oy» mepea MNPOBEJECHUEM TaKOM

obpaboTku, Kpome cllyyaes, Korja

3aKOHOJATeILCTBO O  3aluTe  JIaHHBIX,

MpeanuchIBaoLIee TaKyo o6paboTky,

sanpemiaer OO0  «SIupgeke»  yBEIOMISATSH

koMmnanuio  «fngeke  Oy» Ha  BECKOM

OCHOBAHHH, CBS3aHHOM C TOCYAapCTBEHHLIMH

untepecamMu, o Kortophix OO0  «SHpexe»

JIOJKHO YBEIOMUTH KoMnaHuio «SAunexc Oy»,

MpH YCIOBUM, YTO eMy OyAeT paspemeHo 3To

3aKOHO/IATEe/ILCTBOM O 3aLIMTE JaHHbIX.

3.3 yto oHo cornacHo cr. 32 GDPR npunsio n

Oyner obecrieunBaTh HalnuuWe HaJJIekKalIUX

TEXHHYECKUX W OpPraHH3allMOHHBIX Mep JJIA

sawuTel [TepcoHanbHbIX AaHHbIX «Snaexe Oy»

oT cllyyaiHOro WA HE3aKOHHOTO
YVHUUTOKEHUss 1HOO  1OTepH, M3MEHEHMs,
HECAHKL[MOHUPOBAHHOTO  PACKPBLITHS WK

JIOCTyna M, B 4YacTHOCTH, eciu obpaborka
npeaycMaTpuBaeT nepejaydy JaHHbIX MO CETH,
OT BCEX MPOUUX HE3aKOHHBIX (popm 06paboTKHU.
B oTHOILIEHUH MepeaoBbIX MEP U CTOMMOCTH MX
BHeapenns OO0 «Sfnpeke» coriamaercs ¢
TEM, YTO TAKHE MEpbl AOJIKHbBI rapaHTHPOBAThH
ypoBeHb  0€30MacHOCTH, COOTBETCTBYHOLIMH
puckaMm, BO3HUKAlOWMM 1pu 00paboTke U
BcencTBue xapakrepa IlepcoHallbHBIX AaHHBIX
«Sugexe Oy», noanexaiux 3amure, U OyayT,
KaKk MUHMMYM, BK/IIOYaTh MEpbl, ONKMCAaHHEIC B
Hononnenuu 2 [Npunoxenus 1.

3.4 uto ana olecnedyeHus LENOCTHOCTH M
ayTeHTUYHOCTH [lepcoHa/IbHBIX ~ JAHHBIX
«Aupekc  Oy»  NpPUMEHAIOTCA  3alUTHBIC
YCTPOMCTBA, B YACTHOCTH NEPEOBBIC CPEACTBA
3allMTBl  OT  BPEAOHOCHBIX  MPOrpaMMHBIX
CpelcTB " aHaJOTUYHBIX [OTBITOK
HECAHKIIMOHUPOBAHHOTO J0CTYMNA.

3.5 4ro OHO  MpPHHAJIO  Mephl  AJs
[PENOTBPALLEHNA HEKENATEIBHOTO YXYAILICHHU
kayecTBa unu  yaainenus  IlepcoHanbHbIX
nanuelx «SAnaexe Oy» 6e3 HanUuUs JOCTYNHOM



3.6 that it has a business continuity plan which
includes measures to reduce unavailability of
the services in the event of a lasting incident or
security breach, and which includes service
levels and maximum recovery response and
resolution time charter to face any ecrisis
scenario;

3.7 that it will treat all Yandex Oy Personal
Data as confidential information and not
disclose such confidential information without
Yandex Oy prior written consent except:

(a) to those of its personnel who need to
know the confidential information in order
to carry out the Services; and

(b) where it is required by a court to disclose
Yandex Oy Personal Data, or there is a
statutory obligation to do so, but only to the
minimum extent necessary to comply with
such court order or statutory obligation.

3.8 to take reasonable steps to ensure that its
personnel who have access to the Personal
Data:
(a) are subject to Yandex Code of Business
Ethics and  Conduct available at
http://ir.yandex.com/documents.cfm;

(b) are both informed of the confidential
nature of the Yandex Oy Personal Data and
obliged to keep such Yandex Oy Personal
Data confidential;

(¢) have committed themselves to

confidentiality; and

(d) comply with the Yandex LLC's duties
and their personal duties and obligations

-5

AUl HEMEUICHHOTO MCII0JIb30BaHUsS KOMWH;
3.6 uTO OHO pacronaraeT naaHoM oGecreyeHus
HEMPEPbIBHONW  IEATENLHOCTH, BKJIIOYAIOIIAM
Mepbl 1o COKpalleHUIO BpEeMEHHU
HEJIOCTYMHOCTH CepBUCOB B ciiydae
MPOJI0JIKUTEHOTO MHLHJEHTA WM
HapyIeHus Oe3onacHocTH, a  TaKKke
BK/IIOYAIOLMM PErJIaMeHT KacaTelbHO ypOBHei
cepBHca, MaKCUMalbHOTO BpEMeHH
pearupoBaHus npu BOCCTaHOBIICHUH
paboTOCNOCOGHOCTH U ycTpaHeHus npobnem B
UeiX  mpeojofieHuss  moboro  cueHapus
Kpu3suca;
3.7 uro oHo Oymer oOpamarhcs co Bcemu
[lepconansupiMu panusivu «SIugexc Oyy Kak ¢
KOHQUIeHUManbHOW  uHpOpMaumeit u  He
packpbiBaTh  uxX  0e3  NpeABapUTENLHOrO
MACbMEHHOI0 COornacHs KOMIAHUM «SIHeKe
Oy», Kpome Kak:
(a) TeM CBOMM COTpYIHHKam, KOTOpHIM
HeoOXo Mo 3HATH TaKyo
KOHQUACHIMANbHYIO  MHpOPMALMIO  ist
NpeoCTaBACHUA Y Cyr; |
(b) B cuy npennucanus cysa o pacKphITHH
[lepconanbuerx panuex «Auexc Oy» nubo
NPy HAJIUYHMKM  YCTAHOBJICHHON 3aKOHOM
00A3aHHOCTH 110 TAKOMY PAacKphITHIO, HO

TOJBKO B~ MHMHHUMalbHOM  o0BeMme,
HEOOXOAMMOM JUIsi  BBIMOJHEHUS TaKOro
cynebHoro npeanucanus HJIK

YCTaHOBJIEHHOH 3aKOHOM 00S3aHHOCTH.
3.8 npuHMMaTE OOOCHOBaHHbBIE Mepbl JUls
obecrieyeHus TOro, utoObl €ro MepcoHal,
UMM focTyn K [TepcoHanbHBIM JaHHBIM:
(a) PYKOBOJICTBOBAJICH MOJIOKEHUAMHU
Konekca nenoBoro mosefeHuss W 3THKH
«fupekc»,  poctymHOro  no  aapecy
http:/ir.yandex.com/documents.cfm;
(b) Obla npouH$popMHUpoBaH )
KOH(pUAEHUMATBHOM xapakrepe
[lepconanbubix panHelx «lHaexkec Oy» u
OBl o0s3aH cobmoaarek ux
KOH(UICHUNAILHOCTE;
(¢) B3anm Ha cebs obsA3aTensCTBO O
KOH(UIeHIMAEHOCTH, U

(d) Beimosusn o6s3anHoctn OO0 «SIHaEKe»
M CBOM [MepcoHanbHble O0A3aHHOCTH W



o

under this Privacy Exhibit. 00s3aTenbCcTBA B paMKax

[Tpunoxenus o 3awure
JJaHHBIX.
3.9 that it will promptly, and at least within 24 3.9 uto oHO GygeT Ge30TIAraATENBHO U B HOGOM
hours, notify Yandex Oy about: ciyyaec B TeyeHMe 24 4YacoB yBEJOMJISATH
komnanuio «uaexc Oy» o:

HACTOSIIIIEr O
MepCOHaNbHBIX

(a) any instruction which, in its opinion,
infringes applicable law;

(b) any actual or suspected security breach,
unauthorised access, misappropriation, loss,
damage or other compromise of the security,
confidentiality, or integrity of Yandex Oy
Personal Data processed by Yandex LLC or
a subprocessor ("Security Breach");

(c) any complaint, communication or
request received directly by the Yandex
LLC or a subprocessor from a Data Subject
and pertaining to their Personal Data,
without responding to that request unless it
has been otherwise authorised to do so by
Yandex Oy; and

(d) any change in legislation applicable to
the Yandex LLC or a subprocessor which is
likely to have a substantial adverse effect on
the warranties and obligations in this
Privacy Exhibit.

3.10 that upon discovery of any Security
Breach, it shall:

(a) immediately take action to prevent any
further Security Breach; and

(b) provide Yandex Oy with full and prompt
cooperation and assistance in relation to any
notifications that Yandex Oy is required to
make as a result of the Security Breach.

3.10  uro
Hapyumienus 6€301acHOCTH OHO JI0JIKHO:

(a) moGoil MHCTPYKLMH, KOTOpas, Mo €ro
MHEHHUIO, Hapymaer NpUMEHUMOe
3aKOHOJIaTeNbCTBO;
(b) Jaro6om (hakTruyeckom HJIU
MpeAnonaraeMom HapyIeHUH
Oe3zonacHocTH, HECAHKLIMOHUPOBAHHOM
A0CTyne, HE3aKOHHOM 3aBiaieHUH, MOTepe,
ymepbe MaM HMHOW yrpose 0e30MmacHOCTH,
KOHpUACHIMAIBHOCTH MO0  1EIOCTHOCTH
[lepconanehbix manHbiX «SHgekc Oy,
Koropeie obpadareiBatores OO0 «Suaeke»
WIH  JONOJHUTENBHBIM  00paboTynkom
(«Hapymenne Ge30nacHOCTHY);

(c) mobeix kamobax, COODLIEHUAX WU
3anpocax, MOJly4YeHHBIX HernocpeaACTBEHHO
000 «sHaeke» WNM  AOMOJHUTEIBHBIM
obpaborunkom oT CyGbeKTa nepcoHaNbHbIX
JaHHBIX W OTHOCSIMXCA K  €ro
IlepconaneHpIM JaHHBIM, 6€3 pearupoBaHus
Ha TaKOM 3ampoc, €c/d Ha 9TO [MOJYYEHO
paspelieHus ot komnanuu «Axgekce Oy»; u
(d) MoOBIX M3MEHEHUAX B
3aKOHOJATENLCTBE, MpUMEHMMbIX K 00O
«Anpexcy WU JONOJHHUTENBHOMY
00paboTunKy, KOTOpBIE C GOJBLIOW Aonei
BEPOATHOCTH OKa)XyT  CYLIECTBEHHOE
HebmaronpusiTHoe BO3leHCcTBHE Ha
rapaHTHH U 0053aTeNbCTBA 110 HACTOSLIEMY
[IpunoxKeHuI0 © 3aluTe MepCOHaBbHbIX
JAHHBIX.

Mocjie  BBISBICHUS 10000
(a) HeMmemIEHHO
NpeaoTBpalleHHs
Hapyuenuii 6e3onacHocTH; 1

(b) npenocraButh komnanun «Suaeke Oy»
nonHoe u Oe3oTnarartesibHOe cojelcTBUE B
CBA3H C JIOOBIMU YBEIOMIICHUSAMH, KOTOpbIE
OHa o0s3aHa MpeOCTaBUTh BCJEACTBUE
Hapyiuenus GezonacHocTu.

TPUHATD  MEpbl 71
TOC/IEAYIOIIUX

3.11 to provide Yandex Oy with full and 3.11 npemocraBasts komnanuu «Sngekc Oy»
prompt cooperation and assistance in relation to nonxHoe u GesornaratesibHOE COACHCTBHE B
any complaint, communication or request cBA3M C JIHOOBIMU 3Kajn06aMu, COOOGILIEHUAMM



received from a Data Subject, in particular
requests for exercising the data subject’s rights
laid down in Chapter 111 GDPR, including by:

(a) providing Yandex Oy with full details of
the complaint, communication or request;

(b) where authorised by Yandex Oy,
complying with a request from a Data
Subject in relation to their Yandex Oy
Personal Data within the relevant timescales
set out by applicable law and in accordance
with Yandex Oy instructions;

(¢) providing Yandex Oy with any Yandex
Oy Personal Data it holds in relation to a
Data Subject, if required in a commonly-
used, structured, electronic and machine-
readable format;

(d) providing Yandex Oy with any
information requested by Yandex Oy
relating to the processing of Yandex Oy
Personal Data under this Privacy Exhibit;

(e) correcting, deleting or blocking any
Yandex Oy Personal Data; and

(f) taking into account the nature of
processing, implementing and assist Yandex
Oy by appropriate technical and
organisational measures that enable it to
comply with this paragraph 3.11.

3.12 to provide Yandex Oy with full and
prompt cooperation and assistance in relation to
any data protection impact assessment or
regulatory consultation that Yandex Oy is
legally required to make in respect of Yandex
Oy Personal Data; and to assist Yandex Oy in
ensuring compliance with the obligations
pursuant to Art. 32 to 36 GDPR taking into
account the nature of processing and the
information available Yandex Oy.

"

WK 3anpocamH, nosydeHHeiMu ot CyGbekTa
[IEPCOHAJIBHBIX ~ JIaHHBIX, B YacTHOCTH 06
OCYIIECTBJICHUU MPaB CyObEKTa MePCOHANBHBIX
JaHHbIX, W3J103KEHHBIX B rnase [I11 GDPR, B Tom
YHCTIE MyTEM:
(a) mnpenocTaBieHMs KoMMaHUM «SIHAEKC
Oy» Bcex geranedl kanobbl, COOBIICHUS
WJIM 3ampoca;
(b) mpu HanWMuMM paspenieHus KOMMAHUM
«upeke  Oy»  BhIMONHEHWs — 3ampoca
CyObexTa MEPCOHANBHBIX JIAHHBIX,
Kacatomerocs ero IlepcoHanbHEIX JaHHBIX
«lugexc Oy», B COOTBETCTBYIONINE CPOKH,
YCTaHOBJIEHHBIE NPUMEHUMBIM
3aKOHOAATe/IbCTBOM, 1 COrJIacHO
MHCTPYKLHAM KoMNaHuu «Sunexke Oy»;
(¢) mpemoctaBiaeHMs KommaHuM «SIHIEKC
Oy»  mobbix IlepcoHanbHBIX  JaHHBIX
«npexc Oy», KOTOPHIMU OHO pacrionaraer
B cBA3h ¢ CyOBEKTOM MepCcoHabHbIX

JIaHHBIX, rnpu HeoOXoAUMOoCTH B
O0LEeNPUHATOM, CTPYKTYPHPOBAHHOM,
971€KTPOHHOM H MalIHHOYHUTAEMOM
dopmare;

(d) npemocraBneHus komnaHuu «SlHaEKC
Oy» moGoii uHpOpMalMK, 3aNpoIIEHHOH
ero " Kacaroueiics 0bpaboTtku
[Mepconanbupix  jgaHHbiX  «SHgeke Oy»
cornacHo Hacroswemy [lpunoxkenuro o
3allUTE NEPCOHAIbHbBIX NaHHBIX;
(e) UCIpaBJIeHUs, yaaneHus WU
Onoxkuposanus  mobeix  [lepcoHanbHbIX
JaHHelX «Anaexce Oy»; u
() ¢ yuerom npupomsl  06paboTKM
NEPCOHAIBHBIX JaHHBIX, TIOMOLLL «SIHIEKC
OV» nyreM nNpuHATHS — HaIEKALIUX
TEXHUYECKUX M OpraHM3allMOHHBIX Mep,
KOTOpBIE MO3BOJIAT BBIMOJAHUTE TpeGOBaHMs
Hacrosiero nyHkra 3.11.
3.12 npepocraBnaTe Kommnanuu «Sxpexe Oy»
nonHoe M Oe3zoTnaraTe/ibHOE CcoJeiicTBHE B
CBA3M C J11000I OLIEHKON BO3/1EHCTBUSA 3aIIMTEI
JaHHBIX WJIM KOHCYJbTaLMel peryiupyroliux
OopraHos, Kotopyro kommanus «fxgekc Oy»
0o0f3aHa MpOBECTM COrNACHO 3aKOHY B
oTHoweHuu [lepcoHanbHbIX AaHHBIX «SIHAEKC
Oy»; a Takxke okazaTh cojeictBue «Snmekc
OY» B obecrieyeHuu coluro1eHus
00A3aTeNbCTB,  YCTAHOBJIEHHBIX CT. 32-36



3.13 to appoint, and identify to Yandex Oy, an
individual to support the Yandex Oy in
monitoring compliance with this Privacy
Exhibit, and to make available to Yandex Oy
upon request all information and evidence
necessary to demonstrate that the Yandex LLC
is complying with its obligations under this
Privacy Exhibit.

3.14 at the request of Yandex Oy, to submit its
data processing facilities for audits and
inspections of the processing activities covered
by this Privacy Exhibit, which shall be carried
out by Yandex Oy or any independent or
impartial inspection agents or auditors selected
by Yandex Oy and not reasonably objected to
by the Yandex LLC.

3.15 that it shall maintain a list of
subprocessors that may Process the Personal
Data of Yandex Oy, and make available such
list to Yandex Oy. Yandex LLC shall require
all subprocessors to abide by substantially the
same obligations as Yandex LLC under this
Agreement by way of contract or other legal act
under Union or Member State law of the
European Union, in particular providing
sufficient guarantees to implement appropriate
technical and organisational measures in such a
manner that the processing will meet the
requirements of the GDPR. Yandex LLC
remains responsible at all times for compliance
with the terms of this Agreement by Yandex
LLC Affiliates and subprocessors. Yandex Oy
consents to Yandex LLC use of Yandex LLC
Affiliates and subprocessors in the performance
of the Services. Yandex LLC shall inform
Yandex Oy of any new subprocessors Yandex
LLC intends to engage. Yandex Oy may object
to the engagement of any new subprocessor,

: Bl

GDPR ¢ yweroM npupoabl 006paboTku
NepcoOHANbHbIX JAaHHBIX U UMelollekcs Y
«Snpexc OV» undopmanmm.

3.13 Ha3Ha4MUTh W yKa3zaTh KOMMaHuu «SIHaekc
Oy» (¢usuyeckoe nuLO, KoTtopoe Oyaer
OKa3blBaTh €M TOJNEPKKY [pHU KOHTpOJe
cobmonenus  Hacroswero Ilpunoxenus o
3allMTe MEePCOHANBHBIX JAHHBIX, W MO 3anpocy
npenoctaBiaTh komnanuu «Sugekc Oy» BCrO

MHDOPMALHIO n JI0Ka3aTeJIbCTRA,
HEOOX0AUMblE s MOJITBEPIKICHUS
BBIMOJIHEHHS 000 «SHmexe» ero
06H3aTCJ'[IJCTB corjgacHo HaCTOHLU,EM}’
[TpunoskeHuo 0  3alluUTe  MEepPCOHaTbHBIX
JAHHBIX.

3.14 no 3anpocy kommnanuu «Haexc Oy»
MpeACTaBIATh CBOM  cpeactBa  00paboTKH
JIAHHBIX /IS ay/IMTOB U MPOBEPOK ONEpaLKii 1Mo
obpaboTke, OXBaTBIBAEMbIX HACTOSILLLUM
[TpunoxkenueM © 3allUTe  MEPCOHANBHBIX
JaHHBIX,  KOTOpble  OyayT  NpPOBOAWUTHCA
komnanueit «fAupekc Oy» aubo noOBIMHU
HE3aBUCHUMbIMM M HE3aUHTEPECOBAHHBIMU
areHTaMM WJIM ayJUTOpamH, BbIOpPaHHBIMU
xomnanuei «Suaekc Oy», NPOTUB KaHAUAATYP
kotopeix OOO «Slnpekc» He MpeacTaBUIo
000CHOBaHHBIX BO3paKEHUH.

3.15 u4ro oHO Oyxer BeCTH  CIIMCOK
JIOTIOJIHUTENBHBEIX ~ 00pabOTUUKOB,  KOTOpbIE
moryT OOpabareiBath [lepcoHanbHbie JaHHbBIE
«Annexc Oy», U NpeaoCTaBiIATh €10 KOMINaHuU
«Aupexkc  Oy». 00O «Iupeke»  10/KHO
TpeboBaTh  OT  BCEX  JIOMOJIHMTE/bHBIX
00pabOTYMKOB BBINOJIHEHUS [0 CYIIECTBY TEX
e 00513aTeNLCTB, KOTOPbIe BO3J0KEHbI Ha HEro

B paMKax HacTOsAILLETO CornaieHnus
nocpeacTBoM J0orosopa HIIH Apyroro
MnpaBoBOT'O aKTa B COOTBCTCTBHH C

3aKoHoaaTesbcTBOM Coro3a WM rocyjaapcTsa-
yneHa Esponeiickoro Coro3a, B 4YaCTHOCTH,
npenocrapidaa A0CTaTOYHBIC rapaHTHud  1OJid
OCYLIECTBIIEHUS COOTBETCTBYIOLMX
TEXHUYECKUX M OpPraHu3allMOHHBIX MEp TaKuM
oOpa3oM, uToObl 00pabOTKa COOTBETCTBOBAJIA
tpeboBanusiM  GDPR. OO0  «unpekce»
MPOAOJIKUT HeNpepbIBHO HECTH
OTBETCTBEHHOCTH 3a COOJIIOJIEHNE  YCNOBH
HACTOSAILEro CornaweHus ero
AddunupoBaHHEIMH TULIAMU "



but shall not unreasonably withheld its consent
to such appointment.

3.16 upon request, to promptly send a copy of
any data privacy, data protection (including but
not limited to measures and certifications) and
confidentiality portions of an agreement it
concludes with a subprocessor relating to
Yandex Oy Personal Data to Yandex Oy.

3.17 shall promptly notify Yandex Oy in case
Yandex LLC receives a request from a data
subject to have access to Personal Data or any
complaint or request relating to Yandex Oy
obligations under applicable Data Protection
Laws. Yandex Oy is solely responsible for
responding to such request unless Yandex LLC
does not inform Yandex Oy of the request, and
Yandex LLC will not respond to any such data
subject unless required by applicable laws or
unless instructed in writing by Yandex Oy to do
S0.

3.18 at the choice of Yandex Oy, deletes or
returns all the personal data to the Yandex Oy
after the end of the provision of services
relating to processing, and deletes existing
copies unless Regulation requires storage of the
personal data.

4. LIABILITY

e

JIOTOJIHUTENBHBIMH obpaboTynKamu.
Komnanua «fAugekc Oy» cornamaercs ¢
ucrionezosanuem OO0  «SlHpeke»  ero

AQPUIMPOBaHHBIX JIMLL U JOTOJHUTEIBHBIX
00paboTYMKOB NpU NPeLOCTaBICHUN YCIyr.
000 «npekc» A0MKHO —UHGOPMUPOBATEH
komnanuio «Sngekc Oy» 0 n0ObIX HOBBIX
JIOTIOJIHUTENBHBEIX 00paboTuyHKax, KOTOPBIX OHO
ianupyetr HaHATh. Komnanus «Sugexkc Oy»
MOXKET BO3pakaTh [NPOTUB Haiima 1obdoro
HOBOI'O JIOMOJIHUTENBHOr0 00paboTunKa, HO He
JIOJIKHa He00OCHOBAHHO OTKA3bIBAThH B CBOEM
COrjlacMM ¢ TAKUM Ha3HauYeHHEM.

3.16 no 3anpocy Oe3o0Tiarare/IbHO HANpPaBATh
KOITHHO Mo0BIX OTHOCAIIMXCA K
3aCeKpEeuMBaHUIO JAHHBIX, 3aLIMTe AaHHBLIX (B
TOM 4MCJIe K MepaM 3aluThl U cepTHdHKaTam)
H KOH(bHﬂ,CHLlHaI[bHOCTH yacTeH corjameHuA,
KOTOpOE OHO 3aKJKYaeT C JAOMOJHUTEbHBIM
oOpaboTurkom KacatefbHO [lepcoHanbHBIX
JaHueiX «AHpeke Oy», KoMnanuu <«SAHaexc
Oy».

3.17 Ge3oTnararesbHO YBEJOMJIATH KOMITAHUIO
«Anpeke Oy», ecnin OO0 «Angeke» nonyvaer
3arnpoc oT cy0ObeKTa MNepCoHaNbHbIX AAaHHBIX Ha
npejpocrasneHue gocryna K [lepcoHanbHbiM
JlAaHHBIM, Kakyto-nubo Kanoby WM 3amnpoc
KacaTrelbHO 00s13aTENBCTE KOMIIAHUMA ((ﬂHJ.leKC
Oy» COrJ1IacHO NPUMEHUMOMY
3aKkoHOJATENbCTBY O  3alllMTe  JaHHBIX.
Komnanus «sAHpgekc Oy» HeceT
MCKJIIOYUTEIIBHYIO OTBETCTBEHHOCTb 3a
pearMpoBaHMe Ha TaKOW 3ampoc, Kpome
cayyaeB, B kotopeix 00O «JIHaekce» He
uHpopmupyer ee o takoMm 3arpoce, 1 OO0
«SIuneke» He Oyaer oTBeyath JHOOOMY TaKOMY
CyOBEKTY NepcoHabHBIX JAHHBIX, €C/IH 3TO HE

NpeanucaHo MPUMEHHUMBIM
3aKOHOJATENILCTBOM MO0  €CliM  OHO  He
MOJOYHYHUT COOTBETCTBYHOLLIHMX [THCbMEHHBIX

UHCTPYKLUMHA 0T KoMnaHuu «Suaexc Oy».

3.18 mo BuiGopy «Anmexkc Oy» yjpanser uiu
Bo3Bpaitaer Bce IlepcoHanbHble  AaHHbBIE
«fAnnekc Oy» Mnocjie OKOHYAaHMA OKasaHMs
ycayr, CBs3aHHBIX ¢ 00pabOTKOH, a Takike
yAaJAeT CYLWECTBYIOUE KOITHH, €CJIM TOJIBKO
PernameHnt He Tpedyer XpaHeHus
NnepcoHajbHbLIX JaHHBIX.

4. OTBETCTBEHHOCTDb
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4.1 The Yandex LLC shall remain fully liable
to Yandex Oy for any subprocessors'
processing of Yandex Oy Personal Data under
the Agreement.

S. INTERNATIONAL DATA TRANSFER

5.1 Personal Data processed within the
European Economic Area (the "EEA") by
Yandex LLC pursuant to the Agreement shall
not be exported outside the EEA without the
prior written permission of Yandex Oy.

5.2 Where Yandex LLC has obtained Yandex
Oy prior written permission to the transfer in
accordance with clause 5.1, the Yandex LLC
agrees to comply with all applicable Data
Protection Laws, and where relevant, the
International Transfer Clauses in its capacity as
the processor whereby the Yandex Oy will be
regarded as the Data Exporter and the Yandex
LLC will be regarded as the Data Importer.

5.3 The International Transfer Clauses may be
varied or terminated only as specifically set out
in the International Transfer Clauses.

5.4 In the event of inconsistencies between the
provisions of the International Transfer Clauses
and this Privacy Exhibit or other agreements
between the parties, the International Transfer
Clauses shall take precedence. In the event that
the International Transfer Clauses are amended,
replaced or repealed by the European
Commission or under Data Protection Laws,
the parties shall work together in good faith to
enter into any updated version of the
International Transfer Clauses or negotiate in
good faith a solution to enable a transfer of
Personal Data to be conducted in compliance
with Data Protection Laws.

4.1 00O «Sujekc» MpojoOmKaeT HeCTH
IMOJHYIO OTBETCTBEHHOCTH MEpe] KOMIaHWel
«Anpexkc  Oy» 3a  006paboTKy  mHOOBIMH
JOTIOJHUTENBHBIMH 00paboTuyHKamu
[lepconanenbix panueix  «Sngexc Oy» o
HacTosawemy CornaieHuto.

S. MEXIAYHAPOJHASI IIEPEJAYA
JAHHBIX

5.1 IlepconanbHble HaHHble, 06padaThiBacMbIc
B mpejenax EBporneickoro 3K0HOMHYECKOro
npoctpancrea («EDI1») 000 «Sugekc» no
HacTosamemy CornalleHuio, HE M[OAnexkar
IKCIOPTY 3a npeae’bl EOII Oe3
MPEBAPUTEILHOIO MMUCEMEHHOIO pa3pelleHus
Komnanuu «Angexc Oyy.

52 Ecan OO0 «Supmeke» mnomyuuno or
komnanun «ugekc Oy» npeaBapuTesibHOE
MHCbMEHHOE paspellleHWe Ha [epejady B
COOTBETCTBUM ¢  MNyHKTOM 5.1,  oHoO
coriamaercs co0a0aaTth BCE NPUMEHUMOE
3aKOHOJATENBbCTBO O 3alllUTe J4aHHBIX M, B
COOTBETCTBYKOLIUX chyyasX, YcloBus s
MEXJYHapOJHOH repeaayd B CBOEM KayecTBe
o0paboTunka, MpH 3TOM KOMMaHus «SIHaeKC
Oy» Oyner paccmarpuBaTbesi Kak JKkcroprep
AanHplX, 2 OO0 «Suneke» — kak Mmnoprep
JaHHBIX.

5.3 HW3MeHWTb WM TIpeKpaTuTh JeiicTBHE
VenoBuit  ust MEKAYHAPOJHOM nepejayu
MOXKHO  TOJBKO B COOTBETCTBHH  C
KOHKPETHBIMU T0JI0KEHUSIMU TAKOBBIX.

54 B cnaydae  HecOOTBETCTBHM — MexKay
MONOXKEHUAMH Y CIIOBUI I MEKAYHAPOIAHOM
nepegayd M HactoAwMMm [Ipunoxenuem o
3alIMTE MEPCOHANBHBIX AaHHBIX 1MbO Apyrumu
COrJNAIICHNUSIMA  MEXKIYy CTOPOHAMM [EpBbIe
00sajal0T npeumylecTBeHHON cumoit. Ecnu

VenoBuss  ana  MeXAyHapoAHON — mepenadyn
HU3MEHSIIOTCH, 3aMEHSIOTCS nubo
aHHynupytoTes  EBponeiickoit  komuccuei,
MO0 B COOTBETCTBUU C 3aKOHOJATENECTBOM O
3allMTe JAHHBIX, CTOPOHBI JIOJI7KHBI
N00pOCOBECTHO  COTPYAHMYATh B LENAX
3aKiouenus 1060l oOHOBNEHHOH Bepcuu

YenoBuit ans MexayHapoaHoOM nepenaun 1160
100pOCOBECTHO OOCYAUTH pelICHHE, KOTOpOE
MO3BOJIUT OCYLIECTBIIATh nepenavy
[lepcoHaneHEIX MAaHHBIX B COOTBETCTBUH C
3aKOHOATEeIbCTBOM O 3alUTE JaHHbIX.
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6. INDEMNITY

6.1 The Yandex LLC agrees to indemnify and
keep indemnified and defend at its own expense
Yandex Oy against all costs, claims, damages
or expenses incurred by Yandex Oy or for
which Yandex Oy may become liable due to
any failure by the Yandex LLC or its
employees or agents to comply with any of its
obligations under this Privacy Exhibit.

7. ALLOCATION OF COSTS
7.1 Each party shall perform its obligations
under this Privacy Exhibit at its own cost.

8. TERM AND TERMINATION OF THE
SERVICES
8.1 The parties agree that Yandex Oy Personal
Data will be processed by the Yandex LLC for
the duration of the Services under the
Agreement.

8.2 The parties agree that upon termination of
the Services in so far as they relate to Yandex
Oy Personal Data, the Yandex LLC and all
subprocessors shall, at the choice of Yandex
Oy, return all Yandex Oy Personal Data and the
copies thereof to Yandex Oy, or securely
destroy all Yandex Oy Personal Data and
certify to Yandex Oy that it or they have done
so, unless a European Union or European
Member State law to which the Yandex LLC or
a subprocessor are subject prevent the Yandex
LLC or subprocessor from returning or
destroying all or part of the Yandex Oy
Personal Data. In such a case, the Yandex LLC
warrants  that it will guarantee the
confidentiality of Yandex Oy Personal Data
and will not actively process Yandex Oy
Personal Data anymore, and will guarantee the
return and/or destruction of the Yandex Oy
Personal Data as requested by Yandex Oy when
the legal obligation to not return or destroy the
information is no longer in effect.

6. OCBOBOXJIEHUE
OTBETCTBEHHOCTH

6.1 OO0 «upekc» cornamaercss orpaxiaTh
OT OTBETCTBEHHOCTH U 3a CBOM CUET BO3MeLIaTh
Komnanun «Sluaeke Oy» Bce pacXofibl, CyMMBbI
WCKOB, YOBITKM WJIM  3aTparthl, KOTOpbIE
[IOHECEHBI €10 MJIM 3a BBIILIATY KOTOPHIX OHA
MOJKET CTaTh OTBETCTBEHHOH MO MpUuuHE
moboro HesbinonHeHus: OO0 «SHpekey, ero
COTPYAHUKAMHU WJIH areHTaMu Kakux-aubo
00s3aTesIbeTB 10 HacToseMy [Tpunoxenuo o
3aIMTE NEPCOHANBHBIX JaHHBIX.

7. PACIIPEJEJIEHUE PACXO/J0B

7.1 Kaxpgas CcTOpoHa BBHINOJHAET CBOM
obsi3aresibeTBa 10 HactosiieMy [lpuioxkeHnio
(o] 3alluTe NEpPCOHAJIbHBIX JaHHBIX 3a
CcOOCTBEHHBIH CUET.

8. CPOK TINPEAOCTABJIEHUSI W
INPEKPAIIIEHUE YCJIYT

8.1 CropoHBI JOrOBapMBalOTCA O TOM, YTO
[Tepconanbubie nanubie «Sumekc Oy» GyayTt
obpabarbiBaTbct OO0 «SIHaeKe» B TeyeHHe
cpoka [pelOCTaBICHUA Yeayr rno
CornaueHuto.

8.2 CTOpOHBI JOTOBAapMBAIOTCS O TOM, YTO
nocje MpeKpalleHus OKaszaHud YCIyr, eciu
TaKOBbIE CBA3aHbI ¢ [IepcoHanbHBIMU JaHHBIMU
«iupexkc  Oy», OO0 «sungekc» W Bce
JOTOJIHUTENIbHEIE  00pabOTUMKHM JIOJDKHEI 110
YCMOTpEHHI0 KomnaHuu «fngexc Oy» BepHYThb
Bce [lepconanbuele aanubie «SAugexe Oy» u ux
Kormuu  KomnaHuM  «Axpekc  Oy»  n1ubo
HaJIeXKHBIM ~ 00pa3oM  YHUYTOKHTH  BCE
[lepconancHeie nannbie «Sumekc Oy» w
MOATBEPAUTE  KoMnaHuu  «Supgeke  Oy»
BEITIOJIHEHHE OJAaHHOTO 06338T€J’II:CTBEI, KpomMe
cllyyaes, Korja 3aKOHO/IaTeNIbCTBO
EBponeiickoro coto3a uiu ["ocynapcrsa-uiiena,
pacrnipoctpanstoweecs Ha OO0 «Suaeke» win
AOTOJIHUTENEHOrO  00paboTyMKa, 3anpelaer
€My BO3BpallaTb MM YHUUYTOXKATh BCE WM
yacThb Ilepconanbueix aanusix «Augexc Oy». B
takoM ciydyae OOO «Snpeke» rapaHtupyer
KOH(puaeHUMaNbHOCT [lepcoHaNbHBIX TaHHBIX
«upexkc Oy», o00da3yeTcs TNpeKpaTUTh HX
aKTHBHYIO 00paboTKy, a TaKXKe rapaHTupyer
BO3BpAT M (MiM) yHUuTONKEHHE [TepcoHalbHbIX
naHHeIX «Haeke Oy» mo 3anpocy KOMIaHUH
«Anpexke Oy», Korja ycTaHOBJIEHHOE 3aKOHOM

oT
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9. RECORDS AND PROOFS

9.1 Yandex LLC warrants it keeps records
concerning its security, and organizational
technical measures as well as records on any
security incident affecting Yandex Oy Personal
Data. Such records shall be made available in a
standard format immediately exploitable, upon
Yandex Oy request in the course of a security
check or in the framework of an audit.

10. TERM,
SURVIVAL

PORTABILITY AND

10.1 This Exhibit is attached to and part of a
Yandex LLC’s agreement executed with
Yandex Oy, and shall remain in full force as
long as such agreement remains in full force.
Survival. Any terms of this Exhibit which by
their nature should survive the termination of
this Exhibit shall survive such termination.

11. MISCELLANEOUS

I1.1 In the event of inconsistencies between the
provisions of this Privacy Exhibit and other
agreements between the parties, the provisions
of this Privacy Exhibit shall prevail with regard
to the parties' data protection obligations
relating to Yandex Oy Personal Data. In cases
of doubt, this Privacy Exhibit shall prevail, in
particular, where it cannot be clearly
established whether a clause relates to a party's
data protection obligations.

11.2 Should any provision or condition of this
Privacy Exhibit be held or declared invalid,

Wi He
yTpaTUT

00s13aTENLCTBO  HE  BO3BpALIATh
YHUUTOKATh UHpopMaLHIo
IOPUIUYECKYIO CHITY.

9. VYYETHASI JOKYMEHTALIMSI M
HOKA3SATEJBCTBA

9.1 000 «Aunekcy obs3yeTcs BeCTH YUeTHYIO
JOKYMEHTALIMIO KacaresbHO ee Mep
Oe3omnacHoCTH, OpraHu3alMOHHEIX %}
TEXHHYECKMX  Mep, a TaKKe Y4YETHYIO
JOKYMEHTALHIO KacaTe/NbHO JOOBIX Cliy4yaeB
HapynieHus 0e30MacHOCTH, 3aTParuBaloLLUX
[Tepconansueie panHpie «Samekc Oy». Takas
y4eTHast JOKYMEHTaIHsl JI0JIKHA
MPeOCTaBIATLCA B CTAaHAAPTHOM (popmare,
[PUIOTHOM Uit HEMEIJIEHHOTO
UCIIOJIB30BAHUA, MO  3aMpocy  KOMIaHUU
«supexe Oy» B X0/Jie NPOBEPKU 0€30MacHOCTH
1160 B pamMKax ayauTa.

10. CPOK JENCTBHSI,
IMPEEMCTBEHHOCTH /|
COXPAHEHHE IOPUIMYECKOW
CUJIBI

10.1 Hacrosimee Ilpunoskenue npuiokeHo u
aBasercs yacteto cornawenus OO0 «SAupeker,
3aKJIIOUCHHOroO ¢ KoMnanuei «Anaekc Oy», u
OCTaeTcs B MOJHOM HOPUAMYECKOH Cuile, IoKa
OCTaeTCss B CHJIE YMNOMSIHYTOE COIJIallleHHE.
Coxpanenue ropujauyeckoil cuibl.  JloOble
ycnoBus Hacrosimero [1punoxkeHus, KOTopbie B
CUJIy CBOEro XapakTepa [0JUKHBI OCTAThCs B
CWJIE T10C€ TpeKpalleHus ero AeicTBus,
COXpaHAT HOPUAMYECKYH CHIY T0Cje TaKoro
npeKpalleHus JeicTBus.

11. IPOYHE ITOJIOKEHHU ST

11.1 B cnyuae o0bIX HECOOTBETCTBUIM MEKIY
MOJIOKEHUAMU Hacrosiero Ilpunoxkenus o
3allIUTe MEPCOHANBHBIX [AaHHBIX W JIPYrUMH
COrJIAIICHUAMH MEXKIY CTOPOHAMHU TMepBbIe
obnajaloT  MPEeMMYILECTBEHHON  CWIOH B
OTHOLIEHUH 0053aTE/IbCTB CTOPOH MO 3alLUTe
NaHHBIX, Kacaroluxcs [lepcoHanbHBIX AaHHBIX
«Annexe Oy». B ciyuyae comHeHu# HacTosee
[Ipunoxenne ©  3auWUTe  MEpPCOHAIBHBIX
JaHHBIX, B YAaCTHOCTH, MPHUMEHSAETCSH, eClii He
MOJKET ObITb YETKO YCTAHOBJEHO, OTHOCHUTCS
JIM MOJIOJKEHHE K 0053aTesIbCTBaM [0 3allUTe
JAAHHBIX CTOPOHBI.

11.2 Ecnu  kakoe-nubo MonoKeHWe WM
ycaoBue Hacrosiero IlpunoxeHus o 3aiure
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unlawful or unenforceable by a competent
authority or court, then the remainder of this
Privacy Exhibit shall remain valid. Such an
invalidity, unlawfulness or unenforceability
shall have no effect on the other provisions and
conditions of this Privacy Exhibit to the
maximum extent permitted by law. The
provision or condition affected shall be
construed either: (a) to be amended in such a
way that ensures its validity, lawfulness and
enforceability while preserving the parties'
intentions, or if that is not possible, (b) as if the
invalid, unlawful or unenforceable part had
never been contained in this Privacy Exhibit.

11.3 Any amendments to this Privacy Exhibit
shall be in writing duly signed by authorised
representatives of the parties hereto.

On behalf of the data exporter:
Name (written out in full):

Position:
Address: Moreenikatu- 6, 04600 Mantsala,
Finland 4 A i

|/ | |Yandex Oy

Signature: 47~ ]

On behalf of the data importer:
Name (written out in full):
Position:

Address: 16 Lva
119021, Russia

Tolstogo st., Moscow,

Signature:

NCPCOHAJIBHBIX  OJAHHBIX  [IPU3HACTCA HJTH
OOBABISAETCS KOMIIETEHTHBIM OpraHom nubo
CYAOM HEIEHCTBUTENIbHBLIM, HE3aKOHHBIM HIIH
HCUCIIOJTHUMBIM, TO OCTaBlaaCad €ro 4acTb
COXpaHAET 3aKOHHYIO CHITY. Takas
HeJIeCTBUTEJILHOCT, HE3aKOHHOCTh WU
HCHUCIIOJITHUMOCTb HC  BJMACT Ha  ApPYrue
MOJIOKEHHUA HITH YCIOBHA HacToOALLCIO
anHO}KeHHH 0 3alluUTe NEPCOHANBHBIX JAHHBIX

B MakCHMaJIbHOM CTEIeHH, pa3peLIeHHO
3aKOHOM. 3aTpoHYTOE TOJIOKEHHE  HIIH
yClIOBME  JOJDKHO TOJIKOBaThes: (a) Kak

U3MEHEHHoe o0pa3zoM, o0ecrneuyuBarllM ero
JIeCTBUTELHOCTS, 3aKOHHOCTh Ui
MCIIOJIHUMOCTb TIPU  COXpPaHEHUM HaMEepeHUi
CTOpOH 00, eciii 3TO HEeBO3MOXKHO, (b) Kak
ecau Obl Takas HE,[LGFICTBHTBI[[:H&H, HE3aKOHHAaA
MM HEUCIIOJIHUMAs YacTh HUKOT/IA HE BXO/IMIa

B Hactosiee [lpunoxkenuwe o  3amure
nepcoHalbHbIX JaHHBIX.
11.3 JlroOble mnompaBku K  HACTOALLEMY

[Tpunoskenutro 0  3awWyTe  MNEPCOHANbHBIX
JAHHBIX JOJDKHBI 00/eKaThesi B MUCbMEHHYIO
dopMy M MOAMUCHIBATHCS YIOJIHOMOYEHHBIMH
NPeACTaBUTENIAMHU €0 CTOPOH.

OT UMEeHH IKCNOPTEPA JAHHBIX:
Mms  (nmonHoCThIO):

JIOMKHOCTB: _
Anpec: Mopeenukary, 6, 04600,

Ouunauans
Iandex QY |

=
OT uMeHH UMIIOpTEpA JaAHHBIX:

Wms (MonHOCTEIO):
JIOJIKHOCTB:

MsiHTess,

IMoanuck:

Anpec: Poccus, 119021, r. Mocksa, yn. Jlbea
Toncroro, 16

[Moanuce:
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SCHEDULE 1
Standard Contractual Clauses: Processors

1. DEFINITIONS

For the purposes of the Clauses:

(a) 'personal data', 'special categories of
data',  'process/processing’,  'controller’,
'processor’, 'data subject’ and 'supervisory
authority’ shall have the same meaning as in
Directive  95/46/EC  of the European
Parliament and of the Council of 24 October
1995 on the protection of individuals with
regard to the processing of personal data and
on the free movement of such data;

(b) 'the data exporter' means the controller
who transfers the personal data;

(c) 'the data importer' means the processor
who agrees to receive from the data exporter
personal data intended for processing on his
behalf after the transfer in accordance with
his instructions and the terms of the Clauses
and who is not subject to a third country's
system ensuring adequate protection within
the meaning of Article 25(1) of
Directive 95/46/EC;

(d) 'the sub-processor’ means any processor
engaged by the data importer or by any other
sub-processor of the data importer who agrees
to receive from the data importer or from any
other sub-processor of the data importer
personal data exclusively intended for
processing activities to be carried out on
behalf of the data exporter after the transfer in
accordance with his instructions, the terms of
the Clauses and the terms of the written
subcontract;

(e) 'the applicable data protection law' means
the legislation protecting the fundamental
rights and freedoms of individuals and, in

MNPUJIIOKEHHE 1
CranaapTHble J0OrOBOpHbIE
yeaosusi: O0padorunk

1. OIPEAEJIEHU S
B uenax Hactoswmux Ycnosuid:

(a) TEpMHHBI «nepcoHabHble  OAHHBIE ),
«ocobuvle Kamezopuu OGHHBIX ),
«obpabomra/npoyecc obpabomxuy,
«onepamopy,  «obpabomuuxy,  «cybvexm

nepcoHanvHblx  OAHHLIX» W «HAO30PHbLU
opean», UMEKT TO e 3Ha4YeHue, YTO U B
Hupekruse 95/46/EC EBponeiickoro
napaamenta u Cosera EC ot 24 okrabps
1995 r. o 3amuTe MpaB YACTHBIX JIML]
MPUMEHUTENLHO K 00paboTKe nepcoHalbHbIX
JaHHBIX U O CBOOOJAHOM [JBMKEHMM TaKHUX
JaHHBIX;

(b)  «orcnopmep  Oawmelx»  O3HA4aeT
orepaTtopa, Mepeialollero MnepcoHalbHbIe
JIAHHBIE;

(¢)  «umnopmep  Oanublxy  O3HAYAET

00paboTumKa, corjalaroIierocs nojuy4yars or
9KCMOpTEpa JAaHHBIX MEPCOHAJIbHBIE JAHHBIE,
npejHa3zHaueHHble [ 00pabOTKH OT €ro
MMEHM MOCjI€ Mepejayd B COOTBETCTBHHU C
MOJOKEHUAMM  HACTOAIIMX YCIOBHMH, Ha
KOTOpPOr0 He pacrpocTpaHAETCs CUCTEMA
TpeTber CTpaHbl, obecneunBaroLLas
Haanexallyo 3amury, B 3HauyeHuu CrtaTbu
25(1) OupexTussl 95/46/EC;

(d) «OONONHUMENbHBLT 06pabomyuuxy
o3HavyaeT awboro 00paboTYMKA, HAHATOrO
MMIIOPTEPOM JIaHHBIX WX JIIOOBIM JpYTUM
JIOTIOJIHUTEIEHBEIM 00pal0TUMKOM MUMIIOpTEpPA
JIAHHBIX, KOTOPBIi coriamaercs rnojy4yars ot
UMIOpTepa AaHHBIX MM J000ro Jpyroro
JOTOJIHUTENILHOTO 00paboTynKa uMmopTepa
JIAHHBIX MepCoHaNbHbIE JaHHbIE,
NpefHa3HAuYeHHbIE  UCKIIOYUTENBHO  JJid
OCYIIECTBIIEHHUS omnepaluii no ux obpaborke

OT HWMEHM DJKcrnoprepa JaHHBIX TOCIe
nepefjayd B COOTBETCTBHH € €r0
UHCTPYKLMAMM, TIONOKEHUAMUA HACTOSIIMX
VeioBMd M yCNOBUAMH  [MCBMEHHOTO
JoroBopa cyornoapaaa;

(e) «npumenumoe 3aKOHOOAMENLCMEO O
3augume OaHHBIXY O3HauyaeT

3aKOHOOATENbCTBO, 3alllMIIAroIIee OCHOBHLIC
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particular, their right to privacy with respect to
the processing of personal data applicable to a
data controller in the Member State in which
the data exporter is established;

(D) ‘techmnical and organisational security
measures’ means those measures aimed at
protecting personal data against accidental or
unlawful destruction or accidental loss,
alteration, unauthorised disclosure or access,
in particular where the processing involves
the transmission of data over a network, and
against all other unlawful forms of
processing.

2. DETAILS OF THE TRANSFER

The details of the transfer and in particular the
special categories of personal data where
applicable are specified in Appendix 1 of
Schedule 1 which forms an integral part of the
Clauses.

3. THIRD-PARTY
CLAUSE

3.1 The data subject can enforce against the
data exporter this Clause, Clause 4(b) to (i),
Clause 5(a) to (e), and (g) to (j), Clause 6.1 and
6.2, Clause 7, Clause 8.2, and Clauses 9 to 12
as third-party beneficiary.

BENEFICIARY

3.2 The data subject can enforce against the
data importer this Clause, Clause 5(a) to (e) and
(g), Clause 6, Clause 7, Clause 8.2, and Clauses
9 to 12, in cases where the data exporter has
factually disappeared or has ceased to exist in
law unless any successor entity has assumed the
entire legal obligations of the data exporter by
contract or by operation of law, as a result of
which it takes on the rights and obligations of
the data exporter, in which case the data subject
can enforce them against such entity.

npaBa W cBOOOAbI (DU3MYECKMX ML, B
YaCTHOCTH MX MPABO HAa HENPUKOCHOBEHHOCTH
YaCTHOM JKM3HW B OTHOWIEHMM 06pPaGoOTKH
NIEPCOHANTBHBIX JITaHHBIX, KOTOpOe
[PUMEHSETCA K ONepaTopy MepCOHAIbHBIX
RannbiX B I'ocynaperse-unene EC, B koTopom
YUPEKIEH SKCIOPTEP AAHHBIX;
() «mexnuvecxkue u opeanuzayuonnsie Mepbl
bezonacnocmuy O3Havaer MepBl,
HalpaBJICHHbIE Ha 3alllUTy MEePCOHANbHBIX
JAAHHBIX OT CAY4alHOTO MM HE3aKOHHOTO
YHHUTOKECHUA, cilyyaliHOM [oTEPH,
M3MEHEHHUs, HECAHKIIMOHUPOBAHHOTO
PacKphITHA MM AOCTYNA, B YACTHOCTH, €CIH
00paboTKa  mpeaycMarpuBaeT  mepenady
J@HHBIX [0 CETH, a TaKKe OT BCEX IPOUMX
HE3aKOHHBIX (opM 06paboTKwy.
2. ”H®OPMALMS O INIEPEJIAYE
MHpopmanmss o nmepemave, B wyacTHOCTH,
0cO0bI€ KAaTeropuu MEepCOHANbHBIX JAHHBIX B
COOTBETCTBYIOIMX ~ Clly4yasX, [pHUBEJEHa B
Hononnennn 1 Tlpunoxkenus 1, koropoe
COCTABJISIET HEOTHEMJIEMYIO YacTh HACTOSIIUX
YcnoBuiid.
3. TOJIOXXEHHME O CTOPOHHHX
BBIT'OIOITPUOBPETATEJISIX
3.1 CyOBeKT mnepcoHajbHbIX AaHHBIX MOXKET
IPUHYAUTENbHO NPUMEHUTh MpPOTHUB
9KCMopTepa JaHHBIX HacTosiee YcroBue,
Ycnosue 4(b) — (i), Yenosue 5(a) — (e) u (g) —
(G), YecnoBus 6.1 u 6.2, Yenosue 7, Ycnosue
8.2, Yenoua 9 — 12 B KayecTBe CTOPOHHETO
BbITOJI01IpUOOpeTaTes.
3.2 CyOBeKkT nepcoHaNbHBIX JaHHBIX MOMKET
MPUHYIUTENIEHO MPUMEHHTH MPOTHUR
UMIIOpTEpa JIaHHBIX HacTosllee Y CIOBME,
Ycenosue 5(a) — (e) u (g), Yenosue 6, Ycnosue
7, Yenosue 8.2 u Yenosus 9 — 12 B cayyasx,
€C/IM  DKCMOpTep  JAHHBIX  (DAKTHYECKH
NpeKpaTuil  AEATENIbHOCTE WM MPeKPaTHiI
CYIIECTBOBAHUE COrJIACHO 3aKOHY, KpoMe
ciyuyaeB, Korja Kakas-nubo —opraHusauus-
NpaBONPEEMHUK TpHHANa Ha ceba  Bece
fopuadueckue  o0s3aTenscTBa  3KCmoprepa
JaHHBIX 0 JIOMOBOPY MJM B CHIIY 3aKOHa,
BCJIEJICTBME 4Yero OHa [pPUHUMAET TMpaBa MU
00s3aTenbeTBa 3KCNopTepa JaHHBIX, B KOTOPBIX
CYOBEKT  IEepCOHANbHBIX  JAHHBIX  MOKET
MPUHYANWTENBHO MPUMEHHUTH [EPEeUYMCIICHHBIE
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3.3 The data subject can enforce against the
sub-processor this Clause, Clause 5(a) to (e)
and (g), Clause 6, Clause 7, Clause 8.2, and
Clauses 9 to 12, in cases where both the data
exporter and the data importer have factually
disappeared or ceased to exist in law or have
become insolvent, unless any successor entity
has assumed the entire legal obligations of the
data exporter by contract or by operation of law
as a result of which it takes on the rights and
obligations of the data exporter, in which case
the data subject can enforce them against such
entity. Such third-party liability of the sub-
processor shall be limited to its own processing
operations under the Clauses.

3.4 The parties do not object to a data subject
being represented by an association or other
body if the data subject so expressly wishes and
if permitted by national law.

4. OBLIGATIONS
EXPORTER
The data exporter agrees and warrants:

OF THE DATA

(a) that the processing, including the transfer
itself, of the personal data has been and will
continue to be carried out in accordance with
the relevant provisions of the applicable data
protection law (and, where applicable, has
been notified to the relevant authorities of the
Member State where the data exporter is
established) and does not violate the relevant
provisions of that State;

(b) that it has instructed and throughout the
duration of the personal data processing
services will instruct the data importer to

YCJIOBUS MPOTUB TAKOM OpraHu3aLiuu.
3.3 CyObeKkT nepcoOHaJIbHbIX [IaHHBIX MOJXET
MPUHYAUTENBHO MPUMEHUTh MPOTHB
JIOTIOJTHUTENILHOTO  00paboTuMKa HacTOsILEee
Ycnosue, Yenosue 5(a) — (e) u (g), Yenosue 6,
Ycnoeue 7, Yenosue 8.2 u Yenosus 9 — 12 B
ciyyasX, €CIM M JKCHOpTep JaHHBIX, U
UMIIOPTEp JaHHBIX (DAKTUYECKH TMpeKpaTuiiu
AEATENILHOCTD WIIH npeKpaTHiIH
CYIIECTBOBAHUE CONJIACHO 3aKOHYy 10O crainu
HECOCTOSTENbHEIMH, KPOME Clly4aeB, Korja
Kakas-1100 OpraHu3aLus-MpaBoONPeeMHUK
npuHsiia  Ha  cebd  Bce  HOpUAMUYECKHE
00s3aTenbCTBA  OKCTIOpPTEpPa  JAHHBIX 110
JIOTOBOPY MJIM B CHIIY 3aKOHA, BCJIEACTBUE YErO
OHa TIpUHMMAET IMpaBa W o00dA3are/bCTBA
9KCMOpTEpa JAaHHBIX, B KOTOPBIX CYOBEKT
MEPCOHAIbHBIX JaHHBIX MOXKET MPUHYAUTETLHO
MPUMEHHUTH TI€PEUUCIEHHbIE YCIOBUS MPOTHB
TaKOW opraHuzauuu. Takasi OTBETCTBEHHOCTH
JIOTOJIHUTEIEHOTO obpaboTumka nepen
TPETbUMHM  JIMLIAMH  OrpaHUYUBAETCS  €ro
COOCTBEHHBIMM ~OmnepalusiMu Mo oOpaboTke
COrJIaCHO HACTOSLUMM Y CIIOBUSIM.
3.4 CropoHbl He BO3paXalT MPOTHUB
[peAcTaBICHHA MHTEPECOB cybbekTa
[EPCOHANIbHBIX  JaHHBIX accouMauueit uam
MHOM opraHu3auMei, eciu 3TOro 0JIHO3HAYHO
KeJlaeT Takoi CyObeKT NnepcoHaNbHBIX JaHHBIX
U eClid  3TO  paspelleHO  HalMOHAIbHBIM
3aKOHO/IaTEJILCTBOM.
4. OBSA3ATEJBCTBA 3JKCIIOPTEPA
JAHHBIX
DxkcnopTtep JaHHBIX
rapaHTHpYeT clieiytolee:
(a) uto obpaboTka, BKIOYasA caMy repeaayy,
MEePCOHABHBIX JIAHHBIX OCYIIECTBIANACh W
NPOJIOJKMT OCYIIECTBIISTLCS B COOTBETCTBUU
c peJleBaHTHBIMU M0JI0KEHUSIMHU
MPUMEHUMOr0 3aKOHOJATENbCTBA O 3alUTEe
JaHHBIX (M B COOTBETCTBYIOILMX Clly4yasX O
He  OblIM  YBEIOMIICHBI  KOMIIETEHTHBIC
opranel [‘ocynapcrBa-uneHa, B KOTOPOM
YUYPEXIEH OKCIOpTep JAaHHBIX) U He
HapyllaeT COOTBETCTBYIOIIHE HOPMBI TaKoro
["ocynapcTna;
(d) 4yTO OH MPOMHCTPYKTHUPOBAN U B TCUCHHE
nepvoja okasaHus ycayr no obpaboTke
NepcoHaNbHbIX JAHHBIX Oyner

corjauaerca H
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process the personal data transferred only on
the data exporter's behalf and in accordance
with the applicable data protection law and
the Clauses;

(c) that the data importer will provide

sufficient guarantees in respect of the
technical and  organisational  security
measures  specified in  Appendix 2 of
Schedule 1;

(d) that after assessment of the requirements
of the applicable data protection law, the
security measures are appropriate to protect
personal data against accidental or unlawful
destruction or accidental loss, alteration,
unauthorised disclosure or access, in particular
where the  processing involves the
transmission of data over a network, and
against all other unlawful forms of processing,
and that these measures ensure a level of
security appropriate to the risks presented by
the processing and the nature of the data to be
protected having regard to the state of the art
and the cost of their implementation;

(e) that it will ensure compliance with the
security measures;

(f) that, if the transfer involves special
categories of data, the data subject has been
informed or will be informed before, or as
soon as possible after, the transfer that its data
could be transmitted to a third country not
providing adequate protection within the
meaning of Directive 95/46/EC or GDPR;

(g) to forward any notification received from
the data importer or any sub-processor
pursuant to Clause 5(b) and Clause 8.3 to the
data protection supervisory authority if the
data exporter decides to continue the transfer
or to lift the suspension;

(h) to make available to the data subjects
upon request a copy of the Clauses, with the
exception of Appendix 2, and a summary

MHCTPYKTHPOBATE MUMIIOpTEpa  JIaHHBIX
KacaTe/IbHO obpaboTku nepenaHHbIX
MIEPCOHAJIbHBIX JAHHBIX TOJBKO OT MMEHH
OKCIIOPTEpa JAHHBIX W B COOTBETCTBUU C
NPUMEHUMBIM 3aKOHOJATENLCTBOM O 3alLUTE
A@HHBIX M HACTOALIUMH Y CIIOBUSAMHU;

() uTO MMMOpTEp MAAHHBIX MPENOCTABHT
JIOCTATOYHBIE  FapaHTUM B OTHOLUEHMU
TEXHWYECKHX W  OpraHM3allUOHHBIX  Mep
OesonacHoCcTH, ykasaHHbIX B JlononHeHuu 2
[punoxenus 1;

(d) wuro mocne oueHku  TpeBoBaHMil
NMPUMEHUMOr0 3aKOHOJATENbCTBA O 3alUTE
JaHHBIX  Mepbl  0e30MacHOCTU  ABJIAIOTCS
HaJMeKAIMMHA JJIs 3alUTEl [IEPCOHANBHBIX
J@HHBIX OT CJIYy4alHOTO MM HE3aKOHHOIo
YHUUTOKEHMUS, cllyyvaiiHoi noTepu,
M3MEHEHNUs, HECAHKLIMOHMPOBAHHOTO
PacKpbITHsl MM JOCTYyMNa, B YaCTHOCTH, €CIIH
obpaboTka  mpeaycMaTpuUBaeT  mepejauy
Jl@HHBIX M0 CETH, PABHO KaK M OT BCEX MPOYUX
He3aKOHHBIX (opMm 00paboTKH, a TaKKe 4To
TaKue  MEpbl  TapaHTUPYKOT  YpOBEHb
©e30nmacHOCTH, COOTBETCTBYIOILIMI pHCKaMm,
BO3HHKAIOIIUM 11pU 00paboTKe M BCIEACTBHE
XapakTepa JaHHbIX, MOANEKALIMX 3alUTE, C
YYETOM IEPEJOBbIX TEXHOIOTHI U CTOMMOCTH
HX BHEJIPEHHUSA;

(¢) uto oH obecneunt cobiojeHre Mep
Oe3onacHoCTH;

(f) uro, ecim nepemaua BKMOYaeT ocoOble
KaTeropuu JaHHbIX, CYOBEKT MepcoHalIbHBIX
JaHHpIX Obln uiau O6yaer npouHdopmMupoBaH
nepej nub0O B Kparuaiiliue CpoKH Mocjie Hee
O TOM, YTO €ro JaHHbIC MOTYT WJIH MOIJIH
OBITH nepefaHsl B TPETbIO CTpaHy, He
ofecreynBaloLyi0  HaJJIeKaIluil  ypOBEHb
3aluTel B 3HayeHuu Jlupextuswel 95/46/EC
unu GDPR;

(g) nampaBnaTe yobGoe  yBeJOMIICHHE,
HOﬂyquHOG 0T HMIIOpTEpa HAaHHBIX HWIH
moboro  jonoaHuTeNnsHOr0  o6paboTunka
cornacHo Ycnosuro 5(b) unu Vcnosuwo 8.3,
HaJ30pHOMY OpraHy [0 3aliuTe JAaHHBIX,
€CJIH DKCIOpTep AAHHBIX PEIUHUT MPOJOIKUTE
nepeaayy JMb0 OTMEHUTH IPHOCTAHOBKY;

(h) npenocraBisTh CyObEKTaM MEPCOHAbHBIX
JaHHBIX 110 3alpOCy KOIMUK HACTOSIIUX
Ycnosuit, kpome Jlononnenus 2, u 0630p mMep
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description of the security measures, as well
as a copy of any contract for sub-processing
services which has to be made in accordance
with the Clauses, unless the Clauses or the
contract contain commercial information, in
which case it may remove such commercial
information;

(i) that, in the event of sub-processing, the
processing activity is carried out in
accordance with Clause 11 by a sub-processor
providing at least the same level of protection
for the personal data and the rights of data
subject as the data importer under the
Clauses; and

(j) that it will ensure compliance with Clause
4(a) to (i).
5. OBLIGATIONS
IMPORTER
The data importer agrees and warrants:

OF THE DATA

(a) to process the personal data only on behalf
of the data exporter and in compliance with
its instructions and the Clauses; if it cannot
provide such compliance for whatever
reasons, it agrees to inform promptly the data
exporter of its inability to comply, in which
case the data exporter is entitled to suspend
the transfer of data and/or terminate the
contract;

(b) that it has no reason to believe that the
legislation applicable to it prevents it from
fulfilling the instructions received from the
data exporter and its obligations under the
contract and that in the event of a change in
this legislation which is likely to have a
substantial adverse effect on the warranties
and obligations provided by the Clauses, it
will promptly notify the change to the data
exporter as soon as it is aware, in which case
the data exporter is entitled to suspend the
transfer of data and/or terminate the contract;

Oe3omacHOCTH, a TakKe KOMHI0 Jio0oro
JIOroBOpa  Ha  OKazaHMe  ycuyr o
AOMONHUTENLHOH ~ 00paboTKe,  KOTOpLIH

MO/UICKUT 3aK/IIOUYEHUI0 B COOTBETCTBUU C
YCIoBUAMHM, 3@ MCKIIOYEHHEM  CJlydyaes,
Korja YCJIOBUS MM JIOTOBOp COJepiKar
KOMMEPUYECKYI0 MH(POPMALIMIO, B KOTOPBIX OH
BIpaBe YAQJIUTh TaKyld KOMMEpPYECKYIO
MH(pOPMALIHIO;

(i) uTo B ciyyae AOMNONHUTENBHOM 00paboTKK
AEATEeNLHOCTH 10 06paboTke ocyiecTBseTCs
B COOTBETCTBUH ¢ VYcenoBueM 11
AOTOTHUTEIbHBIM 00paboTuuKoM,
obecrneunBalomIMM, Kak MHHHUMYM, TOT e
YPOBEHb 3alLUTbl MEPCOHAJIBHBIX JAHHBIX M
npaB cyObeKTa rnepcoHanbHBIX JaHHBIX, YTO U
MMIIOPTEpP JAHHBIX COTJIACHO HACTOSALIMM
VenosusM; u

(j) uro on obecreuut cobiroeHHe Y CIIOBHs

4(a) - (0).
5. OBS3ATEJBCTBA HMIIOPTEPA
JTAHHBIX
Wmnoprep JIaHHBIX corjiaiaercs u

rapaHTHpYeET Clleaytollee:

(a) oOpabarbiBaTh IepCOHAJIbHBIE JaHHBIE
TOJIbKO OT MMEHM JKCMOpTepa JaHHbIX M B
COOTBETCTBMM € €ro MHCTPYKUMAMH H
HACTOSILMMH Y CIIOBUAMHM; €CJTH OH MO KaKUM-
nubo MpUUMHAM He MOJKET 00eCneunuTh TaKoe
COOTBETCTBHE, OH corJlalaeTcs
GezoTnaraTelibHO npouH(OpMUPOBATE
SKCMOpTepa AaHHBIX O CBOCH HECrnocoOHOCTH
BBIMOJHUTL TpeOOBaHUA, U B 3TOM clyyae
JKCMOPTEp MAaHHbIX BMpaBe MPHOCTAHOBHMTD
nepegavyy JaHHBIX M (MIM) pPacTOPrHYTh
J0rOBOD;

(b) yTo y Hero HeT OCHOBaHMIi nmoJiarath, 4TO
3aKOHOJIAaTeIbCTBO, KOTOpOE NpPUMEHseTCs K
HEMY, TPENATCTBYET €My  BBITIOJHATH
UHCTPYKIIMM, TOJIyYE€HHbIE OT SKcrnoprepa
JAaHHBIX, W 00s3aTeNbCTBA 110 JIOTOBOPY, H
4YyTo B Cllyyae  W3MEHEHHd  TaKoro
3aKOHOJATENIbCTBA, KOTOpoe ¢  00JbIIOWH
Joneil BepOATHOCTH OKaKET CYLIECTBEHHOE
HeOlaronpusaTHOE BO3JACHCTBUE HA rapaHTUH
" 00s13aTenbCTRa, MpeyCMOTPEHHbIE
HACTOSLIIUMH VcinopusMu, OH
OesoTnaraTeNbHO ~ YBEJOMMT  3KCroprepa
JJAaHHBIX, KaK TOJIbKO €My CTaHeT M3BECTHO O
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(c) that it has implemented the technical and
organisational security measures specified in
Appendix 2 of Schedule 1 before processing
the personal data transferred;

(d) that it will promptly notify the data
exporter about:
(i) any legally binding request for
disclosure of the personal data by a law
enforcement authority unless otherwise
prohibited, such as a prohibition under
criminal law  to  preserve the
confidentiality of a law enforcement
investigation,
(i) any accidental or unauthorised
access, and
(iii) any request received directly from
the data subjects without responding to
that request, unless it has been otherwise
authorised to do so;

(e) to deal promptly and properly with all
inquiries from the data exporter relating to its
processing of the personal data subject to the
transfer and to abide by the advice of the
supervisory authority with regard to the
processing of the data transferred;

(f) at the request of the data exporter to
submit its data processing facilities for audit
of the processing activities covered by the
Clauses which shall be carried out by the data
exporter or an inspection body composed of
independent members and in possession of
the required professional qualifications bound
by a duty of confidentiality, selected by the
data exporter, where applicable, in agreement
with the supervisory authority;

(g) to make available to the data subject upon
request a copy of the Clauses, or any existing
contract for sub-processing, unless the

TaKOBOM, U B 3TOM CJlyyae 3KCMopTep JaHHBIX
BMpaBe MPUOCTAHOBUTH epeaauyy NaHHBEIX M
(MM) pacTOpruyTh JOroBop;
() YTO OH TMPUHAN TEXHUYECKHE MU
OpraHu3alMOHHbIE  Mephl  0e30MacHOCTH,
yKazanHsie B JlononHeHuu 2 [1punoxenus 1,
nepej 00paboTkoit nepeaHHbIX
NEePCOHANBHBIX JaHHBIX;
(d) wuro o Oymer Oesoriarare/ibHO
YBEJOMIJIATh 3KCNIOPTEpa AaHHBIX O:
(i) mobom wuMeroleM 00s3aTeNIbHYIO
CHUJIY 3alpoce MepcoHalbHbIX JIAHHBIX CO
CTOPOHBI MPABOOXPAHUTELHOIO OpraHa,
€Clld 3TO HE 3anpelieHo, Hanpumep,
COrJIaCHO 3arpeTy B paMKax YroJIoBHOIO
npasa JUTSI COXpaHEeHUs
KOH(pMIEHUMANBHOCTH  pacciieloBaHus
NpaBOOXPAHUTENBHBIM OPraHOM;
(ii) mobom cilyyaitHOM HITH
HECAHKLIMOHUPOBAHHOM JIOCTYTIE; U

(iii) mobom 3anpoce, MOJYYEHHOM
HEMOCPEe/ICTBEHHO oT CyOBeKTOB
MepcoHalbHBIX JIaHHBIX, 6e3

pearMpoBaHMs Ha HEro, €ciu OH He
MOJIYYMJI pa3pellieHusl Ha TaKOBOE;

(e) OesornaratesbHBIM W HaJJEKALIAM
o0pa3oM pearupoBaTb Ha BCE 3aIpOChl
aKcroprepa JAHHBIX, Kacarouimecs
00paboTKH MM MepejlaHHbIX MEPCOHAbHBIX
JNaHHBIX, H COGJ'I]'OR&TI: pEKOMCH ALK
HaJ30pHOr0 OpraHa B OTHOIIEHUH 00paboTKH
nepenaHHbIX JaHHBIX;

(f) mno sanpocy oSKkcnoprepa  JaHHBIX
NpeACTaBIAThL CBOM cpeacTBa 006paboTku
JIAaHHBIX JUIA ayauTa onepaiuid no odbpaboTke,
OXBAaTBIBAEMBIX HACTOSLIUMU Y CIIOBUAMM,
KOTOPBHI MO JIEXKUT NPOBEACHUIO
SKCIOPTEPOM JaHHBIX JIMOO MpoBepsolIeH
opraHu3aLdeid, COCTOALIEeH W3 HEe3aBUCHUMBIX

yneHoB W obnagaromeid  HeoOX0JMMOM
npodeccruoHanbHOH KBanupurauuen,
KoTopas  cBsi3aHa  0043aTeNbCTBOM IO
cOOMOIGHUI0  KOH(MJIEHIMAIBLHOCTH U
BeIOpaHa 9KCMOPTEPOM JaHHBIX, B
COOTBETCTBYIOLINX ciy4asx —_ no

COrJIaCOBAHMIO C HAZA30PHBIM OPraHOM;

(g) mpenocTaBiATh CYOBEKTY MEPCOHAIBHBIX
JIAHHBIX 110 3arpocy KOMHIO HACTOALMX
Ycnosuii aubo KaKoro-aubo
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Clauses or contract contain commercial
information, in which case it may remove
such commercial information, with the
exception of Appendix 2 of Schedule 1 which
shall be replaced by a summary description of
the security measures in those cases where the
data subject is unable to obtain a copy from
the data exporter;

(h) that, in the event of sub-processing, it has
previously informed the data exporter and
obtained its prior written consent;

(i) that the processing services by the sub-
processor will be carried out in accordance
with Clause 11;

(j) to send promptly a copy of any sub-
processor agreement it concludes under the
Clauses to the data exporter.

6. LIABILITY

6.1 The parties agree that any data subject, who
has suffered damage as a result of any breach of
the obligations referred to in Clause 3 or in
Clause 11 by any party or sub-processor is
entitled to receive compensation from the data
exporter for the damage suffered.

6.2 If a data subject is not able to bring a claim
for compensation in accordance with paragraph
6.1 against the data exporter, arising out of a
breach by the data importer or his sub-
processor of any of their obligations referred to
in Clause 3 or in Clause 11, because the data
exporter has factually disappeared or ceased to
exist in law or has become insolvent, the data
importer agrees that the data subject may issue
a claim against the data importer as if it were
the data exporter, unless any successor entity
has assumed the entire legal obligations of the
data exporter by contract of by operation of
law, in which case the data subject can enforce
its rights against such entity. The data importer

CYLIECTBYHOLLIETO Jlorosopa c
AOMOJIHUTENILHEIM ~ 06paboTurkoM,  Kpome
ClTy4aes, Koraa VcioBUS MIM  JIOTOBOP

COZEPIKAT KOMMEPYECKYI0 HH(POPMALHIO, B
KOTOpbIX OH  BMpaBe YAalUTh  TaKylo
KOMMEPUECKYIO UH(pOpMaLHIo, 3a
uckmoveHuem Jlononxenus 2 Ilpunoskenus
1, KoTOpOe 3aMeHsieTcss KpaTKMM OUCaHMEM
Mep 0e30macHoCTH, B TeX caydasX, Korua
CYOBEKT MEPCOHANIbHBIX [aHHBIX HE MOXKET

NOMYYUTL COOTBETCTBYIOIIYIO KOIHIO OT
9KCIOpTEPa AAHHEBIX;

(h) uyro B ciaysae  gonoaHMTENBHOI
00paboTku OH NpeABapUTEILHO

NpOUH(pOPMUPOBAT IKCHOPTEpPAa AAHHBIX M
MOJIYYHJI €0 MpeaBapUTENbHOE MUChEMEHHOe
coryacue;

() uto yenyru no oGpaGoTke co CTOPOHBI
AOTIONHUTEABHOTO  obpabotunka  Gyayr
NpeAOCTaBAATECA B COOTBETCTBUU €
Ycnosuem 11;

(J) OesoTnararesbHO HaNPaBAATH  KOMHIO
Mo60ro  corjaleHus ¢ JONOJHUTENBHBIM
00paboTYMKOM, KOTOPOE OH 3aKIIOYaeT Mo
HaCTOSILMM Y CJIOBUAM, IKCTIOPTEPY AAHHBIX.
6. OTBETCTBEHHOCTH

6.1 CTOpoHBI JOrOBapHUBalOTCS O TOM, YTO
Mmoboi CyObEKT HaHHBIX, MOHECINH YOBITKH
BCIEACTBHE JOO0Oro HapylueHusi 00s3aTeNbCTB,
YKa3aHHeIX B YciaoBuu 3 wim YcmoBuu 11,
KaKo#-IM60 CTOPOHON WJIM JIONONHUTENbHBIM
00paloTYMKOM, HMEeT MpaBO Ha MOJyueHHe
KOMIICHCALMH  [OHECeHHBIX  YOBITKOB  OT
9KCIopTepa JaHHbIX.

6.2 Ecin cyObeKT mepcoHanbHBIX NAHHBIX He
MOJKET MPEbABUTL B COOTBETCTBUU C MYHKTOM
6.1 Kk okcroprepy JHaHHBIX TpeGoBaHHE O
BO3MCIIEHUH  YOBITKOB,  BO3HHKIIEE [0
MPUYMHE HAPYLICHUS WMIIOPTEPOM JAHHBIX
WIM  ero JOMOJIHUTENbHBIM  0OpaboTyrkom
Kakux-JM00  00A3aTeNbCTB, YKa3aHHBIX B
Ycnosun 3 ummu Yenosuu 11, motomy urto
9KCIOPTEP JIAHHBIX (DAKTUYECKH TMpeKpaTui
ACSATENBHOCTb,  MPEKPaTU/l  CYLIECTBOBAHUE
COrIaCHO 3aKOHY WIIM CTalJl HECOCTOATEBHBIM,
MMIIOPTEP JAHHBIX COrJAllaeTcs ¢ TeM, YTO
CYOBEKT  MEpCOHANbHBIX  JAHHBIX  MOMKET
NpeaAbABUTE TpeOOBaHHE K HEMY, Kak €csi Obl
OH  ABJANCA  3KCIIOPTEPOM  JaHHBIX, 34
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may not rely on a breach by a sub-processor of uckmOUYeHHEM

its obligations in order to avoid its own
liabilities.

6.3 If a data subject is not able to bring a claim
against the data exporter or the data importer
referred to in paragraphs 6.1 and 6.2, arising out
of a breach by the sub-processor of any of their
obligations referred to in Clause 3 or in Clause
11 because both the data exporter and the data
importer have factually disappeared or ceased to
exist in law or have become insolvent, the sub-
processor agrees that the data subject may issue
a claim against the data sub-processor with
regard to its own processing operations under
the Clauses as if it were the data exporter or the
data importer, unless any successor entity has
assumed the entire legal obligations of the data
exporter or data importer by contract or by
operation of law, in which case the data subject
can enforce its rights against such entity. The
liability of the sub-processor shall be limited to
its own processing operations under the Clauses.

7. MEDIATION AND JURISDICTION

7.1 The data importer agrees that if the data
subject invokes against it third-party
beneficiary rights and/or claims compensation
for damages under the Clauses, the data
importer will accept the decision of the data
subject:

ciyyaeB, Korjga Kakas-ivbo
OpraHH3alMA-NMpaBONPEEMHUK  MpUHAJA Ha
ceba  Bce  ropuanueckue  00s3aTelbCTBA

9KCIOPTEpa JaHHBIX 110 JAOrOBOPY WIH B CHIY
3aKOHA, B KOTOPBIX CYOBEKT MepCOHaNbHBIX
JIAHHBIX MOXKET OCYLIECTBUTH CBOHM [paBa B
NPUHYIATENBHOM MOPSAKE B OTHOIIEHHH TaKOM
oprauusauuu. HMMnoprep JaHHBIX HE MOXKET
CCBIJIATBCA  HAa  HapylleHHe 0053aTelIbCTB
JOTOJIHUTENILHBIM ~ 00pabOTYUKOM B IIENsX
YKJIOHEHHA OT COOCTBEHHOI OTBETCTBEHHOCTH.
6.3 Ecnu cyOBeKT MepcOHalbHBIX JaHHBIX HE
MOXKET MPEbsBUTH B COOTBETCTBUM C MYHKTAMH
6.1 wmmm 6.2 K OKcrnoprepy MJaHHBIX WK
MUMIIOPTEPY JaHHbIX TpeOOBaHME, BO3HHUKILIEE 1O
npU4YuHE HapyLIeHHs JIOTIONTHUTETEHBIM
00paboTUMKOM  Kakux-Tubo  00s3aTeNbeTB,
yKaszaHHbIX B YcnoBum 3 wim Ycenosuum 11,
[OTOMY 4YTO 3KCIOPTEp AAHHBIX W HMIOPTEp

JAHHBIX daxTuyecku MpeKpaThiIn
JeATeNIbHOCTb,  MPEKPaTHIM  CYIIECTBOBAHME
corjlacHo 3aKOHY HIIH cTallu

HECOCTOATEILHBIMH, JOTIOTHUTEIbHBIi
00paloTyuK cornamaercs ¢ TeMm, 4To CyOBeKT
NEPCOHA/ILHBIX JIAHHBIX MOXET TpeIbABUTE
TpebOBaHME K  HEeMy  KacaTeJbHO  €ro
cobcTBeHHON jeATenbHOCTH Mo obpaborke
J@HHBIX COrjacHo Yc/oBMsAM, Kak eciu Obl OH
ABJIATICH 9KCIOPTEPOM JaHHbIX HIH
MUMIIOPTEPOM  JIaHHBIX, 338  UCKJIIOYEHHEeM
cllyyaes, Korga Kakag-nubo —opraHuzaLys-
NpaBoONpPEeeMHHK  TpuHsIa Ha cebs  Bce
lopuandeckue  o0sA3aTenscTBa  AKCropTepa
JI@HHBIX WJIM UMIIOpTEpa JAaHHBIX MO JOroBOPY
WIM B CHJIYy 3aKOHa, B KOTOPBIX CYOBEKT
MEPCOHA/BHBIX JAHHBIX MOXET OCYIIECTBUTh
CBOM TMpaBa B MPHHYIUTEILHOM MOpPsSJKE B

OTHOILIEHHH TaKou OpraHu3aLHuH.
OTBETCTBEHHOCTH JOTIONTHUTETIBHOTO
obpaboTunka OrpaHU4KBaeTCA ero

COOCTBEHHBIMM ~ OmnepauusiMu 1o obpaboTke
COTJIaCHO HACTOSIIMM Y CIIOBUSIM.

7. MEAUALIUS U FOPUCAUKITUA

7.1 Wmnoprep naHHBIX corjamaercs ¢ TeM,
4yTO, €CJlIH Cy6’b€l{T NEPCOHAJIBHBIX JNaHHBIX
MpUMEHSET [POTUB  HEro CBOM  [paBa
CTOPOHHEro BbIrojonpuodperaTens v (MiM)
TpeOyer BO3MelleHHs YOBITKOB COIJIACHO
HACTOAIMM  YCIOBHMAM, HWMIOPTEp JAaHHBIX
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(a) to refer the dispute to mediation, by an
independent person or, where applicable, by
the supervisory authority;

(b) to refer the dispute to the courts in the
Member State in which the data exporter is
established.
7.2 The parties agree that the choice made by
the data subject will not prejudice its
substantive or procedural rights to seek
remedies in accordance with other provisions of
national or international law.

8. COOPERATION WITH SUPERVISORY
AUTHORITIES

8.1 The data exporter agrees to deposit a copy
of this contract with the supervisory authority if
it so requests or if such deposit is required
under the applicable data protection law.

8.2 The parties agree that the supervisory
authority has the right to conduct an audit of the
data importer, and of any sub-processor, which
has the same scope and is subject to the same
conditions as would apply to an audit of the
data exporter under the applicable data
protection law.

8.3 The data importer shall promptly inform the
data exporter about the existence of legislation
applicable to it or any sub-processor preventing
the conduct of an audit of the data importer, or
any sub-processor, pursuant to paragraph 8.2.
In such a case the data exporter shall be entitled
to take the measures foreseen in Clause 5(b).

9. GOVERNING LAW

The Clauses shall be governed by the law of the
Member State in which the data exporter is
established.

TMPU3HAET pellleHHe CyObeKTa MepCOHaIbHBIX
JAHHBIX:

(a) mepenare crnop Ha MpoLeAYpY MeauaLu

HE3aBUCHMBIM JIHLOM nubo, B
COOTBETCTBYIOLIMX  Cly4asX, HaA30pHBIM
OpraHom;

(b) mepenate crop B cyasl ['ocynapcrsa-

uneHa EC, B koTopoM yupexzaen skcrioprep

JaHHBIX.,
7.2 CTOpoHBI [IOTOBapHBAlOTCs O TOM, YTO
BbIOOp, clenaHHblil CyOBEKTOM NepcoHaNbHBIX
NaHHBIX, HE OrPaHMYMBAET €ro MaTepUalbHbIE
WM TpolieccyalibHble paBa Ha TNPUMEHEHHE
CpeacTs ﬂpaBOBOfr‘i 3alIUTEl B COOTBETCTBHUHU C
UHBIMU  [IOJIOXKEHUSAMM HALMOHAILHOTO  WITH
MEK Ly HapOIHOI0 MpaBa.

8. COTPYIHHUYECTBO C
HAJI3OPHBIMHU OPI'"AHAMM
8.1 OKcrnoprep  JAAHHBIX  COMAmIaeTcs

MPEACTaBUTh KOIMMIO HACTOALLEr0 A0roBopa
HaJ30pHOMY OpraHy Mo 3anpocy MOoC/eHero
b0 B ciayuae, €ClM Takoe MpejaCcTaBleHue
Tpebyercs COrJIaCHO TIPUMEHUMOMY
3aKOHO/IaTeJILCTBY O 3alIMTE JaHHBIX.

8.2 CTOpoHBI J0roBapHBalOTCS O TOM, YTO
HaJ30pHBEIA  OpraH MMeEeT TNpaBo IPOBECTH
ayAdT  UMIopTepa  JaHHBIX M J11060ro
JOTIOJIHUTENLHOTO  00paboTunKka,  KOTOpHIi
Oyner wumere TOT e oObeM u  Oyger
MPOBOJANTLCA HA TEX K€ YCIOBUAX, KOTOpBIE
MPUMEHANIMCL OBl K ayauTy dKcropTepa
JITAaHHbIX COrJIacHO MPUMEHUMOMY
3aKOHO/IaTe/IbCTBY O 3alLUTE JaHHbIX.

8.3 WUmnoprep JAHHBIX JIOJKeH
OesoTnaratesibHO MHGOPMHUPOBATH IKCIIOPTEPA
JaHHBIX O CYLIECTBOBAHWM 3aKOHOJIATE/LCTBA,
KOTOPOE MPUMEHAETCs K HEeMY WM KaKoMy-
ambo JIONOTHUTETBHOMY 00paboTuuky,
MPEensATCTBYIOLIETr0 MPOBEACGHUIO  ayaura
MMIIOpTEpa  JaHHBIX WM  Kakoro-jaubo
JIOTIOJIHUTENIbHOTO ~ 00paboTyuka  cOrjlacHO
nyHkty 8.2. B TakoM caywae sKkcroprep
JaHHbIX MMEET TMpaBO MPUHATH  MEPBI,
npeaycMoTpeHHsie B Yeaobuu S(b).

9. PET'YJIUPYIOUIEE
3AKOHOJATEJBCTBO

Hacroauue YenoBus peryaupytores
3akoHoaaTesnbeTBoM ['ocynapcra-unena EC, B
KOTOPOM YUPEKIeH IKCIOPTEp JaHHbIX.
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10. VARIATION OF THE CONTRACT

The parties undertake not to vary or modify the
Clauses. This does not preclude the parties
from adding clauses on business related issues
where required as long as they do not contradict
the Clauses.

11. SUB-PROCESSING

11.1 The data importer shall not subcontract
any of its processing operations performed on
behalf of the data exporter under the Clauses
without the prior written consent of the data
exporter. Where the data importer subcontracts
its obligations under the Clauses, with the
consent of the data exporter, it shall do so only
by way of a written agreement with the sub-
processor, which imposes the same obligations
on the sub-processor as are imposed on the data
importer under the Clauses. Where the sub-
processor fails to fulfil its data protection
obligations under such written agreement the
data importer shall remain fully liable to the
data exporter for the performance of the sub-
processor's obligations under such agreement.

11.2 The prior written contract between the
data importer and the sub-processor shall also
provide for a third-party beneficiary clause as
laid down in Clause 3 for cases where the data
subject is not able to bring the claim for
compensation referred to in Clause 6.1 against
the data exporter or the data importer because
they have factually disappeared or have ceased
to exist in law or have become insolvent and no
successor entity has assumed the entire legal
obligations of the data exporter or data importer
by contract or by operation of law. Such third-
party liability of the sub-processor shall be
limited to its own processing operations under
the Clauses.

10. I3BAMEHEHUE JIOT'OBOPA

CropoHbl 0043yI0TCSI HE BHOCHTH MNOTPABOK B
HacTosAIME YCIOBUS. DTO He MNPensTCTBYET
CTOpPOHaM Mpu HEOOXOAUMOCTH JI00aBIAThH
MONOKEHUs KacaTelbHO BOINPOCOB, CBA3aHHBIX
C  KOMMEpPYECKOW  JeSTeNbHOCTBIO,  €C/IH
TAKOBBIE HE MPOTUBOpEYAT Y CIOBHUSIM.

11. TOIMIOJIHUTEJIbHASI OGPABOTKA
11.  Hmnoprep  nmaHHBIX  HE  JIOJKEH
nepenaBatb B cyOnojapsaja kakue-nubo ero
onepauuu 110 obOpaboTtke JaHHBIX,
OCYWIECTBISEMBIE  OT HMMEHM  JKCropTepa
JaHHBIX COIJIACHO YcnoBusim, Oe3
NpeBapUTENLHOI0  MUCBMEHHOrO  COrjlacHs
JKCropTepa JaHHbIX. Ecin uMmnoprep naHHBIX
nepenaeT B cyonoapsan cBou o0sA3aTe/IbCTBA M0
VYcenoBuaM ¢ cornacus 3KCrnoprepa AaHHBIX, OH
JIOJDKEH  JieaTh 3TO TOJIbKO TOCPEJACTBOM
MUCBMEHHOTO COTJIAEHUS C JOIMOJHUTETbHBIM
00paboTuMKOM,  KOTOpOe  BO37araer  Ha
MOCNEIHEro Te ke 00s3aTeNbecTBa, KOTOpBIE
BO3JIOXKEHbl Ha MMIIOpTEpa JAaHHbIX B pamKax
HacTOAIIMX YcaoBUi. Eciu JONONHUTENbHBIH

06paboTunk He BBITOJIHSET CBOM
obs3arenbcTBa 1o 3aluTe JIaHHBIX,
MpelyCMOTPEHHbIE  TaKUM MUCbMEHHBIM

corjlauleHueM, UMNOPTEP JAAHHBIX MPOAOJIKAET
HECTH MEpe]] IKCIOPTEPOM MaHHBIX [OJHYHO
OTBETCTBEHHOCTH 32 BbINOJHEHUE 00543aTe/IbCTB
JONOJIHUTENBHOrO 00paboTyuKa MO TaKoMy
cornaueHHIo.

11.2 TlpeaBapuTenbHblii MUCbMEHHBIN J0rOBOp
MEX Y HUMIIOPTEPOM JTAaHHBIX u
JAOTIONIHUTENbHBIM ~ 00pabOTUMKOM  TaKKe
JOJIKEH COJep:KaTh MOJOKEHUE O CTOPOHHUX
BBIrOJ0NpHOOpeTaTeNnsx, M3J10KEHHOE B
Ycnosuu 3, aas ciydaeB, B KOTOPBIX CyOBEKT
J@HHBIX HE HMMEeT BO3MOYKHOCTH NpEeAbABUThH
TpeOOBaHUE O  BO3MEUIEHMU  YOBITKOB,
ynomsHyroe B VYcioBuu 6.1, K akcrnoprepy
JAHHBIX WJIH UMIIOPTEPY AAHHBIX, MOTOMY YTO
OHH dJaKTHHCCKI/I NpeKpaTnin ACATCIIBHOCTD
WIA [pEeKpaTHIM  CYLIECTBOBATbL  COIJIACHO
3aKOHY, WU CTaJId HECOCTOSTENILHBIMHU, W TIPH
5TOM HHUKakas opraHu3alus-rnpaBorpeeMHUK
HE TIpHHATIA Ha cebs  Bce }O]JH)J,H‘-IECKHC
obs3aTenbCTBA JKCTopTEpa AaHHBIX HITH
MUMIIOPTEpa JaHHBIX MO JA0rOBOPY WM B CHITY
3aKOoHa. Takas OTBCTCTBCHHOCTB
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11.3 The provisions relating to data protection
aspects for sub-processing of the contract
referred to in paragraph 11.1 shall be governed
by the law of the Member State in which the
data exporter is established.

11.4 The data exporter shall keep a list of sub-
processing agreements concluded under the
Clauses and notified by the data importer
pursuant to Clause 5(j), which shall be updated
at least once a year. The list shall be available
to the data exporter's data protection
supervisory authority.

12. OBLIGATION AFTER THE
TERMINATION OF PERSONAL DATA
PROCESSING SERVICES

12.1 The parties agree that on the termination
of the provision of data processing services, the
data importer and the sub-processor shall, at the
choice of the data exporter, return all the
personal data transferred and the copies thereof
to the data exporter or shall destroy all the
personal data and certify to the data exporter
that it has done so, unless legislation imposed
upon the data importer prevents it from
returning or destroying all or part of the
personal data transferred. In that case, the data
importer warrants that it will guarantee the
confidentiality of the personal data transferred
and will not actively process the personal data
transferred anymore.

12.2 The data importer and the sub-processor
warrant that upon request of the data exporter
and/or of the supervisory authority, it will
submit its data processing facilities for an audit
of the measures referred to in paragraph 12.1.

JOTIOJIHUTENILHOTO obpaboTunka nepen
TPETBUMM  JIMLAMM  OFPaHUYMBAETCH  €ro
COOCTBEHHBIMHM ~onepauusmMu 1o oOpaboTke
COTJIACHO HACTOALIUM Y CJIOBUSAM.

11.3 Tlonoxenus, Kacaromuecs acrnexkToB
3alIKUThl IEPCOHANBHBIX JAHHBIX, B OTHOIIEHUH
nepegayd  0043aTeNLCTB [0 [OrOBOpPY B
cyomoaps, KaK npeaycMoTpeHo nynkrom 11.1,
peryaupyroTcs 3aKOHOJATeJIbCTBOM
['ocynapctBa-unena EC, B KoTopom yupexaeH
IKCMOPTEP JAAHHBIX.

11.4 Dxcnoprep JaHHBIX JJOJKEH BECTH CIIMCOK
COrJIalLeHHM (o JIOTIOJTHUTENIbHBIMHU
o0paboTuMkamM,  3aK/IOYEHHBIX B CHIY
YcioBUi, 0 KOTOPBIX UMIMOPTEP AAHHBIX ObLI
YBEJIOMJIEH COrJIaCHO YCa0BHIO 5(j), MpH 3TOM
TAKOH CIMCOK IMOJIEKUT OOHOBIICHUIO HE peKe
oaHoro pasa B roia. CnoMcok J0JKeH OBITh
JAOCTYNEH HaJA30pPHOMY OpraHy [0 3alluTe
AAaHHBIX DKCMOpTEpa JaHHBIX,

12. OBS3ATEJIBCTBO INOCIIE
INPEKPAILIIEHU A YCIOyr Ino
OBPABOTKE IMEPCOHAJIBHBIX
JAHHBIX

12.1 CropoHb! 1I0rOBapUBalOTCA O TOM, YTO MPH
MpeKpalleHd [NpeloCTaBlIEeHHA yciayr 110
00paboTke MepcoHanbHBIX JAAHHBIX HUMIOpPTED
JAHHBIX W JONOJIHUTENbHBIH  00paboTumk
JIOJUKHBI TI0 YCMOTPEHMIO DKCIOpTepa JaHHBIX
BCPHYTBH BCEC nepejaHHBIC NEpCOHAJIBHBIC
JAHHBIE M UX KOMUMW 3KCIOPTEpY AaHHLIX MO0
YHHUUTOXHUTL BCC IIEPCOHAJIBHBIC [dHHBIC U
MOJATBEPAUTH HKCIOPTEPY AAHHBIX BLINOJIHEHNUE
JlaHHOro 00s3aTeNIbCTBA, KPOME CllyyaeB, Korjaa
3aKOHO/ATe/IbCTBO, PACHPOCTPaHsIoleecs] Ha
UMIIOpTepa  JaHHBIX,  3ampelmaer  emy
BO3BpaliaTh HJIW YHHYTOXATh BCC HIIH 4acTb
nepelaHHbIX MEpPCOHalbHLIX AaHHBIX. B Takom

cinydae UMIIopTep DaHHBIX  00sA3yercs
o0ecreynTb KOH(UIEHMANTBHOCTh
MepelaHHblX ~ MEPCOHANbHBIX  JAHHBIX W
rapaHTupyeT, YTO TMPEKPATHT  AKTHBHYIO
00paboTky nepeJaHHbIX nepcoHaibHbIX
JIAHHBIX.

12.2 Wmmnoprep JaHHBIX M JAOMOJHHTENbHBINA
00paboTYMK rapaHTUpPYHT, 4YTO [0 3arlpocy
JKCIOpTepa JaHHBIX W (MIIM) HAA30pPHOrO
opraHa OHM TNPEJACTABAT CBOM  CPEJICTBA
00pa®OTKH NAaHHBIX JUIS  NPOBEPKU  Mep,



A

YNOMSHYTBIX B nyHKTe 12.1.

On behalf of the data exporter: OT uMenu 3Kkcnoprepa JaHHBIX:
Name (written out in full): Hms  (nonHocTeio):
Position: JomxHocTh:
Address: Moreenikatu 6, 04600 Mantsala, Anpec: Mopeenukary, 6, 04600, MsinTesins,
Finland b OurnsHaNs WA
S' t . / Ff_ N ] ” y P 4 :“il.x T
ignature: H =L Yandex Oy ONHCh: ¥+ “7 “Yandex Oy
On behalf of the data importer: OT umenn nMﬁdeepa JAHHbIX:
Name (written out in full): Wms (nonHocTsi0):
Position: JomxkHocTs:

Address: 16 Lva Tolstogo st., Moscow, Appec: Poccus, 119021, r. Mocksa, yn. JIbBa
119021, Russia Toncroro, 16

Signature: [Toanuce:
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APPENDIX 1 OF SCHEDULE 1
DESCRIPTION OF THE TRANSFERS
(CONTROLLER TO PROCESSOR)
This Appendix forms part of the Transfer
Clauses and must be completed and signed by

the Parties.

The Member States may complete or specify,
according to their national procedures, any
additional necessary information to be
contained in this Appendix.

Data exporter
The Data Exporter is Yandex Oy,

Data importer

The Data Importer is Yandex LLC. The Data
Importer provides to the Data Exporter
Yandex.Metrica and App.Metrica services that
serve the purpose of analysing the use of
websites or mobile apps by its users, in the
course of which it processes certain personal
data as a processor.

Data subjects

The personal data transferred concern the
following categories of data subjects (please
specify):

Users of websites or mobile apps.

Categories of data
The personal data transferred concern the
following categories of data (please specify):

Data collected on the basis of page views or
mobile app use concerning technical properties
and the activities of websites or mobile apps
users. This, particularly, includes information
on the time spent on the website or in mobile
app and the interaction with website or mobile
app as well as the IP address of website or
mobile app users and cookies information.

AOINOJIHEHHME 1 TPUJIOKEHMUS 1
OIIMCAHHME IEPEJIAY (OT
OIIEPATOPA OBPABOTYHKY)
Hacrosiee JlononHenuwe cocraBiaserT yacThb
YcnoBui s mepenaud Mo MOJUIGHKHUT

3aM0JHEHHUIO U noanucanuio CTopoHamH.
['ocynapcta-unens EC moryr BHectH uau

yKazaTb B COOTBETCTBHM CO  CBOUMM
HallMOHaJbHBIMH Mpoueaypamu mobyto
JOMNOJNHUTENBHYK) — MHpOpPMALMIO,  KOTOpas
J0/KHA coepxarbes B HacTosILEeM
Hononuenuu,

IJKCOOpTep JAaHHbIX
Orecnopmepom  OAHHBIX AGNAEMCA  KOMNAHUA
«Anodexc Oyy.

HMmnoprep n1anHbIX
Hvmopmepom  damnvix  sgnsiemes Q00
«noercy. Hmnopmep OoanHvIx

npedocmasisiem IKcnopmepy OAHHBIX Cepeuchl
Anoexc. Mempuxa u App.Metrica, xomopuie
npeoHasHaveHvl 05l AHAMU3A UCHONb306ANUSA
geb-caimos U MOOUNLHBIX — NPUNONCEHUT
nonvzoeamensaimu, 6 CceA3U ¢ no
Coenawenuro , 6 PpaMKAx KOMopwulx OH
obpabamuvieaem onpedeneHHvie NEPCOHANbHbIE
Oannvie 6 kavecmee obpabomuuxa.

Cy0beKThbl NepCOHATbHBIX JAHHBIX

nepeﬂ,&BaCMbIC [CpCcoOHalbHLIC JaHHBIC
OTHOCATCA K CICAYHOIHM KaTCropusam
CYGT:CKTOB [NEPCOHANbHBIX JaHHBIX

(nokanyicra, ykaxure):

Honvszoeamenu eeb-caiimos uru mobUILHLIX
npunodICeHUL.

Kareropuu ganabix

[lepenaBaemeble nepcoHanbHbIe JIaHHbIe
OTHOCATCS K CISAYIOLIUMM KAaTeropusiM TaHHbIX
(noxanyicra, ykaxkure):

Jannvie, cobpanHbie Ha OCHOGAHUU
NPOCMOMPOE  CMPAHUY  UNU  UCNOTL308AHUSA
MOOUNBHBLX NpUNOdICeHU KacamenbHo
MEXHUYECKUX XAPaKmepucmuk u Oelcmeuil
nonvsoeameneil 6eb-caimos unU MOOUTLHBIX
NPUTOHCEHUIL. Crooa, 6 YacmHocmu,
omHocumes.  uHgopmayus 0 épemen,
npoGedeHHOM Ha eéeb-caiime unu 6 MOOUTbHOM
npunodiceHuy, o0 e3aumoodeiicmeuu ¢ 6eb-
catmom unu MoOUNbHBIM npunodicervem, IP-
adpeca  noav3oeameneti  eeb-catimoe  wiu
MOOUNLHLIX  NPUNOdCEHUT U UHGDOpMayus o
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Special categories of data (if appropriate)

The personal data transferred concern the
following special categories of data (please
specify):

Data importer does not actively collect any
sensitive personal data. However, users may
voluntarily provide data importer which such
data and the latter may process it as part of
providing users with the Services (e.g. if a user
performs search queries relating to his/her
health).

Processing operations

The personal data transferred will be subject to
the following basic processing activities (please
specify):

The personal data will be used for the purpose
of analysing the use of websites or mobile apps
by its users.

¢aiinax cookies.

Oco0ble KaTeropuu JaHHBIX (B
COOTBETCTBYIOIIHX CIy4asix)
[TepenaBaembie MEPCOHAIbHBIE JlaHHbIE

OTHOCATCS K CIEYIOIMUM OCOOBIM KaTeropusm
JaHHBIX (TOXKanyiicra, yKaxuTe):
Hmnopmep Oannvix ne nposodum axmuenwviii

cbop Karux-aubo KOHGhuoeHyuanbHoLx
nepconanvuvlx  dannwvix. ITem ne mewee,
nob3068ame U Mozym 000p06oabHO

npeodocmasname  UMROpmepy OAHHbLIX MaKue
Oaumwle, U nocareoHull Modicem o6pabamoieame
ux 6 pamkax npedoCcmasneHus nob306ameam
Venye (nanpumep, ecau nomvsoseamenv 660dum
NOUCKOGbIE  3aNpoCul,  Kacalwuecs  e2o
300p06b3L).

Onepanuu no o6paGoTke JAHHBIX
ITepenaBaemble mepcoHalbHble JAaHHbIC OYIyT

MoJIBepraThes CIEAYIOIIAM OCHOBHBIM
ornepauusm o oOpaboTtke JaHHBIX
(nokanyiicra, yKakure):

Ilepconansvnuie danHvie byoym
UCHONIL30GATNLCA C yenoio ananusa
UCNONBIOGAHUA  6eO-calimoé U  MOOUNbHBIX

HpUIoNcer Uil HOBL30BAMENAMU.
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APPENDIX 2 OF SCHEDULE 1
Technical and Organisational Security
Measures

This Appendix 2 forms part of the Transfer
Clauses and summarizes the technical,
organisational and  physical security
measures implemented by the parties in
accordance with Clauses 4(d) and 5(c).

In addition to any data security requirements set
forth in the Agreement, Yandex LLC shall

JOITOJIHEHHME 2 ITPUJIOKEHMUMSI 1
Texnnyeckue u OpraHU3alHOHHbIE MEPbI
0€3011aCHOCTH

Hacrosimee [lonosHenune 2 cocraBiasieT
yacTh YCJIOBHI AJIs nepegayvud H COACPIKHT
0030p TeXHHYCCKHX, OPraHH3alHOHHBIX H
Ppuznyecknx Mep 0e3onacHoCTH,
peaIn30BAHHBIX CTOPOHAMH B COOTBETCTBHH
¢ Yeaosusimu 4(d) u 5(c).

B nononHenue K s00ObIM TpeOOBaHUAM IO

0e30MacHOCTM  JAaHHBIX, M3J0KEHHBIM B
comply with the following: Cornawenun, 00O  «fAHAEKC»  JOMKHO
BBIMOJIHATE CleyIOIINe TpeOoBaHus:
Physical Access Control KonTtpoab (pusugeckoro
aocTyna
Unauthorised persons shall Heynonnomouennvie  nuya
be prevented from gaining ooncubl  Gbimb  TUULEHBL
physical access to premises, BO3MOJICHOCIIU  (PUIUYECKO20
buildings or rooms where docmyna wHa o0Ovexmbvl, 6
personal data processing | Implemented? | 30anus unu nomewenus, 20e | Peanusoano?
systems are located. (Yes / No) PACNON0ICeHDL cucmemsl | (Ja / Her)
obpabomku  NepCcOHANbHBIX
OGHHBLX.
The processor has ObpaboTuuk BHEJIPHII
implemented the following CAeayIOIIne MEXaHU3MbI
controls (without KOHTpOJIs (6e3
limitation): OrpaHUyYeHui):
1. | The processor prevents | Yes | 1. | O6pabGoTumk He Jonyckaer | [la
- | unauthorised  individuals from NoJlyuyeHHus. HeyIoJIHOMOYEHHbIMU
gaining access to the processor’s JIMLIAMHU JI0CTYIa Ha ero 00beKTEL.
premises.
2. | The processor restricts access to | Yes |2. | O6paboruuk orpanuuuBaer pocrtyn | Ja
- | data centres / rooms were data B HMHpOPMALMOHHBIE ULEHTPBl [/
servers are located. MOMEILEHHUs, TJe PacMONOKECHBI
cepBepbl JaHHBIX.
3. | The  processor uses video | Yes |3. | ObpaboTunk ucrions3yet | la
- | surveillance and intrusion yCTpOHCTBAa BUAEOHAOMONEHUS U
detection devices to monitor access oOHapyKeHHUs NMPOHUKHOBEHUA JJIs
to data processing facilities. KOHTpOJIA JIOCTyna K CpeacTBaM
00paboTKK AaHHbIX.
4. | The processor ensures that | Yes |4. | O6paboruuk obGecrnieunBaer, utoOsl | [la
- | individuals who do not have access (husnyeckue nuua, He obaagatouime
authorization (e.g. technicians, npaBamMM  Joctyna  (Hampumep,
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cleaning personnel) are TEeXHHUYECKHE pPabOTHUKH,

accompanied at all times when yOOpIIMKH), BO BpeMs HOCTyHa K

accessing data processing facilities. cpeactBam  00palOTKKM  JlAHHBIX
BCerja COTPOBOKAATHUCH
YI"IOJ]HOMO‘-[BHHI:IMH JIMLaMH.

System Access KouTtpoas nocryna k

Control cucreMam

Data processing Ipunsmut mepwl,

systems must be Uckoyaroujue

prevented from being UCnob306aHUe

ﬁjgorization Without Implemented? (Yes / gzifzﬁ oy aﬁorrg;z; PeammzoBano? ([a /

No) Her)
Dpaspeutetusl.

The processor has OGpaGoTunk BHEAPUT

implemented the CNeayHolIHe

following controls MEXaHMU3Mbl KOHTPOJIA

(without limitation): (6e3 orpaHMYEHUH):

1. | The processor implements | Yes | 1. | O6paboruuk npuHumMaeT Mepsl s | Ja
measures to prevent unauthorised TpeloTBpaLLeH s aocTyna
personnel from accessing data HEYTMOJHOMOYEHHOTO MepcoHana K
processing systems. cucremam 00pabOTKH JaHHBIX.

2. | The processor provides dedicated | Yes |2. | O6paborymk npenocrasnser | [la
user IDs for every authorised crieuManbHble  I0JIb30BaTE/ILCKUE
personnel accessing data processing ID BCEM YIOJHOMOYEHHBIM
systems for authentication COTPY/IHUKAM, OCYLIECTBISAIOILMM
purposes. JOCTYN K cuctemam o06paboTku

JaHHBIX, B LECIAX MPOBCPKH IMpaB
JIOCTYyIa.

3. | The processor assigns passwords to | Yes | 3. | O6paGorunk npucsampaer naposu | Jla
all  authorised personnel for BCEMY YMOJTHOMOUYEHHOMY
authentication purposes. MepcoHaly B LEAX MPOBEPKH Mpas

JOCTYIIA.

4. | The processor ensures that all data | Yes | 4. | O6paboTunk obecneymnsaet | Jla
processing systems are password NapojbHYIO 3allUTy BCEX CHUCTEM
protected to prevent unauthorised 00paboTku JaHHBIX s
persons accessing any personal npejoTBpalleH s JlocTyna K
data: (a) after boot sequences; and M00bIM TEPCOHANBHBIM JaHHBIM CO
(b) when left unused for a short CTOPOHbI HEYMOJHOMOYEHHBIX JIKLL:
period. (a) mocne mMoce0BaTENLHOCTH

onepauuii 3arpysku; u (b) korma
OHH HE€ HCMOJBL3YHTCH B TEYEHHE
KOPOTKOIO NPOMEKYTKA BPEMEHH.

5. | The processor ensures that access | Yes | 5. | O6paGorunk rapautupyer, uto | [la
control is supported by an KOHTPOJIb AocTyna
authentication system. MoJAePKUBALTCS CUCTEMOM

MPOBEPKH MpaB J0CTyMa.
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The processor has implemented a | Yes | 6. O6pabotunk BHeapun mnomutuxy | Jla
password policy that prohibits the oOpallleHHsl ¢ MaposMu, KoTopas
sharing of passwords, outlines 3ampelaer coobieHne mnaposeii
processes after a disclosure of a APYTHM JIHLAM, MperycMaTpuBaeT
password, and requires the regular NpoLeAYpBl  MOC]E  PacKpbITUSA
change of passwords. naponst W TpebyeT perysspHOro
M3MCHEHMUS TapoJieil.
The  processor ensures that | Yes | 7. O6paboTunk obecrieunsaer | Jla
passwords are always stored in MIOCTOSIHHOE XpaHEHHe mapoJieil B
encrypted form. 3alM(POBAHHOM BUJE.
The processor implements a proper | Yes | 8. O6paboTunk npumensier | Ia
procedure to deactivate user HaJuIexaliyo npouenypy
accounts when a user leaves the JCAKTUBALIMM  T0JIb30BATENIbCKUX
processor (or processor function). aKKayHTOB, KOTJa [0Jb30BaTe/b
MnpeKpalaer OTHOILICHHUS c
obpaboTunkom (1ubo nuna,
OCYILECTBIISAIOMIEr0  JeSTeNLHOCTE
obpaboTuuka).
The processor implements a proper | Yes | 9. O6paborumnk npumensier | Jla
process to adjust administrator HaJexKalni poLecc TS
permissions when an administrator M3MCHEHHUs NpaB aJMUHUCTPATOpa,
leaves the processor (or processor KOT/Ia aIMMHUCTPATOP TpeKpaniaer
function). OTHOLIEHUA ¢ 0OpadoTurkom (J1ubo
nMLa, OCYIIECTBIAIOIIETO
ACATENBLHOCTh 0OpaboTunka).

Data Access Control

Persons entitled to use
a data processing
system  shall  gain
access only to the data
to which they have a
right of access, and
personal data must not
be read,  copied,
modified or removed
without authorization
in the course of
processing or use and
after storage.

Implemented? (Yes /
No)

KouTpoas nocryna k
JJAHHBIM

Juya, umeroujue
npaso  Nob306aMbCA
cucmemotl
0bpabomku  dannwix,
oomdicHLl  noJyYame
docmyn  mMoavko K
OanHviM, 6
OMHOUWEHUU KOMOPBIX
OHU  uUMeIom  Npaco
docmyna, u
nepcoHanbHvle
OaHHble He nooaedcam
UsyyeHuio,
KONUPOBAHUIO,

UsMeHeHUIo wnu
yoanenuro bes
paspeutenHus 6 Xxooe
obpabomxu aubo
UCNONBb30BAHUS u

Hocje XpaHeHus.

Peannzopano? (Jla /
Her)




4.

The processor has OOGpaboTunk BHEAPHI

implemented the cleayolue

following controls MEXaHU3MBbl KOHTPOJIs

(without limitation): (6e3 orpannyeHui):

1. | The processor ensures that personal | Yes | 1. OGpaboTunk obecrieuusaer, 4tobsl | Jla
data cannot be read, copied, NepcoHaNbHBIE JAaHHbIE HE MOIJIH
modified or removed without M3y4aThCs, KONMpoBaThCs,
authorization during processing or M3MEHATLCA WM  yJanatecs 06e3
use and after storage. paspewieHus Bo Bpems 00paboTku

nmbo  MCMONb30BAHUS U MOC]e
XpaHeHus.

2. | The processor grants data access | Yes |[2. | O6pa6orumk npepoctapisier | Jla
only to authorized personnel and AOCTYN K  JaHHBIM  TOJILKO
assigns only the minimum data YNOJHOMOYEHHOMY MEpPCOHANy |
permissions necessary for those NpUCBauBaeT TOJIEKO
personal to fulfil their duties. MUHHMMAaJIbHBIE TIpaBa JIOCTYyNa K

JaHHBIM, He0oOX0AuMBIE
COOTBETCTBYIOILUM  COTPYAHUKAM
JUIS BBITIOJTHEHMSA WX 00s3aHHOCTEI,

3. | The processor ensures that the | Yes |3. | O6paGorunk obecrieunBaert, uyToOkI | Ja
personnel who wuse the data nepcoHal, MCTIONb3YOLMHA
processing systems can access only cucTeMbl 00pabOTKM J@HHBIX, MOT
the data to which they have a right OCYLIECTBIATh JocTyn
of access. UCKJIIOYUTENIBHO K JaHHBIM, B

OTHOLIEHUM  KOTOPBIX Y  HEro
MMeeTcsl MpaBo J0CTYIa.

4. | The processor restricts access to | Yes | 4. | O6paboTunk orpaHHuMBaeT Jocryn | [la
files and programs based on a K aiinam ¥ nporpamMmam corjacHo
“need-to-know-basis”. «IPUHLMITY ciykeGHo

HEOOXO0IUMOCTHY.

5. | The processor stores physical | Yes |5. | O6paborunk xpauur dusnueckue | Jla
media containing personal data in HOCHUTEJH, coaeprkariue
secured areas. nepcoHasbHbIE NlaHHbIE, B

OXpaHseMBbIX 30HaX.

6. | The processor has measures in | Yes |6. |OOpaGotunk npuxumaet Mepsl, | Ja
place to prevent use/installation of [pe0TBpalLatoIHe
unauthorised  hardware  and/or MCI0/1b30BaHNe/yCTAHOBKY
software. HEABTOPU30BAHHOIO  anmnapaTHoro

1 (unn) NporpaMMHOro
obecneyeHus!.

7. | The processor has established rules | Yes | 7. | OGpaborunk ycraHosun mpasuna | Jla
for the safe and permanent s 6e3onacHoro "
destruction of data that are no 6e3B03BpaTHOrO YHUUTOKEHHS
longer required. JaHHBIX, KOTOpble OoJjbiie He

TpebyroTcest.
\ Data  Transmission \ Implemented? (Yes / I Koutpoas nepemaun \ PeasmzoBano? (Ma / |
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Control No) JAHHBIX Her)

Personal data must Ilepconanvuvie

not be read, copied, oannvie He noodnedicam

modified or removed uzyyeHuo,

without authorization KORUPOGAHLIO,

during  transfer  or U3MeHeHUIo unu

storage and it shall be yoanenuro bes

possible to establish to Paspeutenus. 60 6pems

whom personal data nepeoayu unu

was or is transferred. Xparenus,, u O0JAHCHO

bvimb  Heeo3MOICHO
yemanoeumo, KoMy
Oviu  nepedanvr  unu
nepeoaromes
nepCoHanbHblLe
danmwvie.

The processor has O6paGotunk BHeapuM

implemented the crenyloniue

following controls MEXaHU3MBI KOHTPOJIsI

(without limitation): (6e3 orpaHuyeHmit):

I. | The processor encrypts personal | Yes | 1. | O6paGorumnk mudpyer | a
data during any transmission. MepCOHaJIbHbIE JaHHBIE BO BpeMs

000 nepegaumu.

2. | The processor transports physical | Yes |2. | O6paGorunk TpaHcnoprupyer | Jla
media containing personal data in (pusnueckue HOCHUTEH,
sealed containers. cojJiepaKallue NepcoHalbHbie

JIaHHbIE, B ornevyaTaHHbIX
KOHTeHHepax.

3. | The processor obtains shipping and | Yes | 3. | O6paGorumk nosyyaer | Ja
delivery notes for proof of YBEIOMIIEHHA 00 oTrpyske W
transmission. AOCTaBKE AN NOATBEPXKJICHUS

nepenauu.

4. | The processor prevents removal of | Yes | 4. | O6paGorunk He nonyckaet | Jla
personal data from the processor’s nepeMeLeHNs NEPCOHabHBIX
business computers or premises for JaHHBIX M3 CBOMX CIYXKeOHBIX
any reason (unless data exporter KOMIIBIOTEPOB MM OOBEKTOB [10
has specifically authorised such KakuM Obl TO HM OBIJIO MpUUHHAM
removal for business purposes). (ecnu DKCHOpTEp AaHHBIX MMPAMO HE

paspeilu Takoe MepeMellleHue B
JETOBBIX LEISX).
Input Control Bxoanoii  koHTpOIBL
AAHHBIX

The processor shall be | Implemented? (Yes / | O6pa6omuux donscen | Peanusosano? (Ja /

able to examine and | No) umems 6ozmodcHocme | Her)

establish whether and uzyuameo u

by whom personal yemanagnueamo




data have been
entered into  data
processing  systems,

modified or removed.

The processor has
implemented the
following controls

(without limitation):

VY

gHecenue
nNepCoOHANbHLLX
OGHHbIX 8  Cucmembl
obpabomku  Oannwlx,
ux  usMmemenue - u
yoanenue, a makoice
auy, cosepuUBULUX
danmvie onepayuil.

O6paboTunk BHeAPUII
cneayromue
MEXaHHU3Mbl KOHTPOJIS
(6e3 orpaHuueHui):

1. | The processor has implemented | Yes 1. | ObpaboTunk BHeapusn MexaHusmsl | Ja
controls to log administrators' and KOHTpOJIs st perucTpaLuu
users' data processing activities. oriepainii mo o6paboTke HaHHBIX

aJIMMHUCTPATOPOB "
NoJib30BaTeei.

2. | The processor permits only | Yes |2. | OGpaGotuuk paspemiaer BHOCHTH, | Jla
authorised personnel to enter, M3MEHATH yAaATh
modify and remove personal data NEepCOHAabHbIE JaHHbIE

within the scope of their duties.

00s13aHHOCTEH.

UCKJTIOUHUTENLHO YITOJHOMOYEHHEIM
COTpYIHUKAM B

pamKax — MX

Job Control

Personal data being
processed  in  the
performance of a
service for a
controller  shall  be

processed  solely in
accordance with the
services agreement in

place  between  the
controller and  the
processor  and  in
accordance with the
instructions  of  the
controller.

The processor has
implemented the
following controls

(without limitation):

Implemented? (Yes /
No)

Konrpoas ¢pyuknuii
Ilepconanvnvie

oanuvie,
obpabamuvigaemvie
npu oxkazamuu ycnyeu
onepamopy, O0JNCHbI
obpabamvieamocs
MONLKO 8
coomeemcmeuu c
cywecmeyouum
coanauienuem 06
obcnyscusanuu

Medcoy  onepamopom
u obpabomyuxom, a

makoice 8
coomeememeuu ¢
UHCIMPYKYUAMU
onepamopa.

O06paboTUMK BHEAPUII
creaytome
MeXaHU3Mbl KOHTPOJIS
(6e3 orpaHUYeHU):

Peanuzopano? (Jla /
Her)
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I. | The processor ensures that personal | Yes | 1. | O6paGorunxk rapantupyer, uto | Jla
data is not used for any reasons NEepCOHabHBIE JlaHHBIE He
other than for the purposes it has MCMIOJIB3YIOTCA  JUIsi  KaKuX-1u00
been contracted to perform or as Leliel, KpoMe KakK B Ledx, Jyis
otherwise instructed by the peaqusalnMu  KOTOPBIX OH OBl
controller. HaHAT ;100 KOTOpbIe YKa3aHel

0I1epaTopoM.

2. | The processor implements | Yes |2. | O6paGotunk npunumaer Mepsl, | Jla
measures to ensure staff members obecrieunBarolme obpaboTky
and contractors process personal MePCOHAIbHBIX JAHHBIX
data strictly in accordance with MEPCOHANIOM W MOAPAAYMKAMH
contractual and legal requirements CTpOro B COOTBETCTBHM €
and controller instructions. JOTOBOPHBIMH M yCTaHOBJICHHBIMH

3aKOHOM TpeOOBaHMAMH, a TaKikKe
MHCTPYKLIMSIMHU Orieparopa.

3. | The processor ensures that data is | Yes | 3. | O6paGorunk obecneuusaer | [la
always physically or logically NMOCTOSIHHOE  (husMveckoe WM
separated so that, in each step of the JIOruyecKoe pasrpaHuyeHue
processing, the controller for whom JaHHbIX, Onarojaps KOTOpoMYy Ha
the personal data is processed can KakJoM aTane oOpaboTKH MoKeT
be identified. ObITh MAGHTUHULUPOBAH OTEpaTop,

B MHTEepecax KOTOPOro
o0pabarplBalOTCs  MEPCOHANbHbBIE
JIAHHBIE.
Availability Control KouTtpoan
AOCTYIMHOCTH

Personal data shall be
protected against
accidental destruction
or loss.

Implemented? (Yes /
No)

Ilepconanvubie
oanmbie Q0IHCHDL
Ovimb 3auyuUeHbl om
cyyatino2o

YHUHMOMNCEHUA unu

Peanuzosano? (Hda /
Her)

nomepu.

The processor has O6paboTunk BHeapun

implemented the caeayrlime

following controls MEXaHHU3MbI KOHTPOJIA

(without limitation): (6e3 orpaHuyeHuin):

l. | The processor creates back-up | Yes | 1. [ OOGpaborunk co3maer pesepeHbie | Jla
copies of personal data stored in KOMUHU  MEPCOHANBHBIX  JaHHBIX,
protected environments. KOTOpbI€ XPaHATCA MO/ 3aIIUTOH.

2. | The processor has the ability to | Yes |2. | O6paboTuuK MMeeT BO3MOXKHOCTH | [la
restore personal data from those BOCCTAHOBMTH [epcoHalbHbIe
back-ups. IaHHbIe NOCpPeICTBOM TaKUX

pe3epBHBIX KOMUH.

3. | The processor has in place | Yes |3. | O6paborunk pacnonaraer raHamu | Jla
contingency plans or business JCHCTBUI B HENpeJABUACHHBIX
recovery strategies. obcTosiTeIbCTBAX M CTpaTerusiMu
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BOCCTAHOBJIEHUS AEATENLHOCTH.
The processor implements controls | Yes | 4. O6paboTumnk npumensier | la
to use only authorised business MEXaHU3Mbl KOHTPOJS B LENAX
equipment to perform the services. MCIIOJ/Ib30BaHUsA 1npu
MPeJIOCTaBIEHUN  YCIYT  TOJBLKO
aBTOPHU30BaHHOIO ciyxebHoro
obopyaoBanus,
The  processor  ensures that | Yes | 5. O6pabotunk  rapauntupyer, uro | Jla
whenever a staff member leaves its KaX/bld pa3, KOrja COTPYIHUK
desk unattended during the day and OCTaBJIACT CBOE paboyee mecTo He3
prior to leaving the office at the end MPUCMOTPA B TEYEHUE JHA M J0
of the day, he/she places materials yxofia ¢ paGoThl B KOHIE paboyero
containing personal data in a safe AHA, OH [IOMEUIAET MaTepHallbl,
and secure environment such as a coJepaKaliue NepcoHaNbHLIE
locked desk drawer, filing cabinet, llaHHele, B (e3omacHoe MecTo,
or other secured storage space. TaKOe KaK 3aKpbITHI AIIMK CTOJA,
mKa( s XpaHeHHs JOKYMEHTOB
WIM  HMHOE  HAJe)XXHOE  MECTO
XPaHEHHsI,
The processor ensures secure | Yes | 6. O6paboTunk obecnieunBaer | [la
disposal of documents or data OezonacHyro YTHIM3aLIHIO
carriers containing personal data. JOKYMEHTOB  MJIH HocuTenei
JaHHBIX, conep}l{amux
[E€PCOHANIbHBIC JIAHHBIE.
The processor has implemented | Yes |7. | O6paGorunk BHEApHJ MexceTessie | Jla
network  firewalls to prevent 9KpaHbl  And  MpeJoTBpalleHus
unauthorised access to systems and HECaHKIIMOHUPOBAHHOTO JIOCTYIMA K
services. CHCTEMAM H CEpBHCaM.
The processor ensures that each | Yes | 8. O6paboTtuuk obecrnieunsaer samury | Jla
system used to process personal KaJIOH CHCTEMBI, MCIOJIB3YEMOM
data runs an up to date antivirus ais o6paboTKM  MepCoHanbHBIX
solution. JTaHHBIX, MOCPECTBOM
COBPEMEHHOM aHTUBHUPYCHOM
[pOrpaMMBsi.
Purpose Separation Konrpoas
Control pasrpaHH4eHus
neJiei
Personal data [Iepconanvivie
collected for different oanmvie,  cobpannvie
PUDUSES  US dg Implemented? (Yes / onap qmuqnmx 450 Peasnmzosano? (Ja /
processed separately. No) nodf:eafcamu Her)
pasoenvHoll
obpabomre.
The processor has O6paboTuuk BHEHPHUII
implemented the creyroue
following controls MEXAaHU3MBl KOHTPOJIS
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(without limitation): | (Oe3 orpannuenui): |

1. | The processor ensures that each | Yes | 1. Obpaborunk  rapantupyer, uto | Jla
category of personal data it collects obpaboTka  KakmoW  KaTeropuu
is processed only for the purposes MEPCOHANBHBIX aHHBIX, KOTOpbIE
for which it was collected. OH cobupaer, ocyiiecTBiIseTcs

TOJILKO B LENAX, A1 KOTOPBIX OHU
Obl/1 coOpaHsbl.

2. | The processor ensures that different | Yes | 2. | O6paGorumk obecneunsaer | Jla
categories of data are always NOCTOSIHHOE  (pU3MUECKOEe MU
physically or logically separated so JIOruuecKoe paszeneHue
that, in each step of the processing, PasjIMUHBIX  KaTeropuil [JaHHBIX,
each category of data is processed Onaromapsi KOTOpPOMY Ha KawKaoM
only for the purposes for which it Jrane 00paboTku Kaxkjas
was collected. KaTeropus JIAHHBIX

00pabaTbiBaeTCsl UCKIIIOUYUTENBHO B
UeJsAX, JUis KOTOPBIX OHM ObLIH
cobpaHbl.

Organizational OpraHu3anuoHHbIe

Requirements TpeboBaHHs

The internal Buympennss

organisation of the opeanuzayusi

processor shall meet obpabomuuxa

the specific Q0MDICHA  omeeyamp

requirements of data KOHKPemHbIM

protection. In mpebosanuam no

particular, the s3awume Oaunuix. B

processor shall take yacmuocmu,

technical and obpabomuux donicen

organisational Implemented? (Yes / | npunumameo PeanmnsoBano? (a /

measures to avoid the | No) mexHu4ecKue u | Her)

accidental mixing of Opeanu3ayuoHHble

personal data. Mepbl ons

npedomepaujers
CAYUALIHO20 CMeULeHUs
NePCOHANbHBIX
OaHHBIX.

The processor has OGpaboTuuk BHeApUn

implemented the cneaymoliue

following controls MEXaHMU3Mbl KOHTPOJIA

(without limitation): (6e3 orpaHuyeHuit):

I. | The processor has designated a data | Yes | 1. | O6paGoTumk HaszHauun | [la
protection officer (or a responsible CHELMaNnUCTa M0 3alllMTe JaHHBIX
person for ensuring compliance (unu OTBETCTBEHHOE JULIO,
with data protection requirements if rapaHTHUpylolee cobmoieHne
a data protection officer is not TpeOOBaHMit 1O 3amuTe JaHHBIX,
required by law) €C/Id HA3HAaYeHWEe creuuanucra o




T

3allHUTe JaHHBIX HE npearucaHo
3aKOHOM )
The processor has obtained the | Yes | 2. O6paboTumk nomyuun nucemenuoe | Jla
written ~ commitment of  the 0043aTensCTBO COTPY/HHUKOB
employees to maintain cobmoaTh KOHPHUAEHIINATBHOCT.
confidentiality
The processor has trained staff on | Yes |3. [ OGpaGorunk nposen noArotoBky | Jla
data privacy and data security nepcoHasna 1o BOIpOcam
KOH(GHIEHUMANLHOCTH "
6e3011aCHOCTH JaHHBIX
The processor undertakes regular | Yes |4. | OGpa6orunk npoBojuT | Jla
audits to ensure its compliance with perysipHbie [POBEPKH Anst
data protection requirements. MOATBEPIKACHUS cobnoieHus
TpeOoBaHMil M0 3alUTE JaHHEIX.






